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Internet of Things (IoT), edge computing, smart systems & increasingly complex 

interconnected digital infrastructures have dramatically expanded the volume, variety & 

complexity of network traffic. While edge computing decreases the latency of communication 

by bringing computational resources closer to the data sources, it is also a distributed network 

with limited resources which presents significant cybersecurity challenges. Traditional 

signature-based IDSs work well against known attack patterns and might not be able to detect 

new or changing attacks. Machine learning (ML) has thus become a crucial method for 

automated intrusion detection as complex patterns in network traffic can be learned, and 

activities classified as benign or malicious. Although many ML intrusion detection systems 

(IDS) can be used to predict attacks so they are still black-box systems. Because they are not 

that widely interpretable, cybersecurity analysts have difficulty in understanding the reason 

behind the classification of a certain network flow as malicious. Explainable Artificial 

Intelligence (XAI) is a potential solution because it allows to generate human understandable 

explanations for the predictions of ML. Current review focuses on the use of Random Forest 

(RF), Extreme Gradient Boosting (XGBoost), SHapley Additive exPlanations (SHAP) & 

Local Interpretable Model-Agnostic Explanations (LIME) for intrusion detection in particular 

for the CIC-IDS 2017 dataset & edge-computing environments. In this review features, pros, 
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cons, computation & explainability of these approaches are compared. It further discusses 

performance evaluation metrics, feature importance, global, local explanations & challenges 

associated with deploying intelligent IDS models at the edge. This review paper reveals a gap 

in research on the simultaneous attainment of detection performance, computational 

efficiency & interpretability. A combined RF/XGBoost & SHAP/LIME approach is therefore 

proposed as a potential path towards transparent and effective ID systems. 

 

Keywords: Intrusion Detection System, Explainable Artificial Intelligence, Machine 

Learning, Random Forest, XGBoost, SHAP, LIME, CIC-IDS2017, Edge Computing, 

Cybersecurity 

 

1. Introduction 
Rise of IoT and connected computing has changed how data are created, manipulated 

and shared. Cloud Computing is normally employed for data processing and analysis 

of huge amounts of data. But by sending all network information to central cloud 

servers, communication latency, bandwidth usage, and privacy issues can be raised. 

The goal of edge computing is to overcome these limitations by bringing computation 

(and data processing) nearer to the end devices [1, 2]. While edge computing offers 

significant performance benefits, it also presents new security challenges due to its 

distributed nature. Edge nodes can be constrained on processing, storage, memory and 

energy. In addition, it is complicated to monitor security from a central point because 

of the diversity of devices and communication methods [3]. 

Network connectivity has become a necessity for smart homes, health care systems, 

industrial automation, smart transportation, surveillance systems, and various other 

cyber-physical applications. This has also led to a corresponding rise in cybersecurity 

threats from increased number of connected devices and communication paths that 

offer attackers additional ways to attack [2]. 

 
Figure 1: General Architecture of Edge Computing and Its Security Challenges [4] 
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Intrusion Detection Systems (IDSs) have thus come into significance with respect to 

network security. An IDS continuously monitors the network traffic and tries to detect 

activities that deviate from the normal activities [5]. The traditional IDS solutions are 

based on pre-defined signatures. This can work for well-known attacks, but it does not 

work for new, modified or unknown attacks. Machine learning offers an alternative 

since it can learn the patterns directly from network traffic [6]. But, if the ML models 

are high-performing, they can be hard to interpret. If a network flow is flagged as 

malicious, the cybersecurity analyst might not understand which of the flow's 

properties have lead to that conclusion. XAI techniques can solve this problem by 

giving explanations for the machine learning predictions [7-11]. The use of machine 

learning with XAI is therefore relevant with regard to current IDS studies. 

 

2. Edge Computing & Cybersecurity 

Edge computing is a distributed computing model in which data is processed nearer to 

where it's created. Some of the computational tasks that require processing can be 

executed on gateways, edge servers or other computing nodes that are close by, rather 

than sending all observations to a centralized cloud infrastructure [12, 13]. This 

architecture can help reduce the delays and congestion in communication networks. 

 

Table 1: Characteristics of Edge Computing [14] 

Characteristic Description 

Distributed processing 
Computation occurs across multiple edge 

nodes 

Low latency Processing occurs close to data sources 

Bandwidth efficiency 
Reduces unnecessary cloud 

communication 

Scalability 
Supports large numbers of connected 

devices 

Resource constraints 
Edge devices may have limited CPU, 

memory, and storage 

Security complexity 
More distributed nodes create additional 

attack surfaces 

 

2.1 Security Challenges in Edge Computing 

Edge computing poses several cybersecurity challenges due to its distributed nature. 

Major threats include: Distributed Denial-of-Service (DDoS), Malware and Botnets, 

Man-in-the-Middle (MITM) attacks, Unauthorized Access , Data Manipulation, 

Credential Attacks, Network Scanning  and Exploitation of Vulnerable Services 

To conceptualize the DDoS attack one can simply compare the amount of traffic that 

is coming in with the processing capacity [15, 16]. Attack Traffic is redirected to a 

processing node. Attack Traffic is redirected to a processing node. 

Where: 

 = incoming attack traffic  

 = processing capacity  

If the number of attacks is not less than the number of processors, then there will be a 
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degradation or denial of service. One way to show the packet-loss percentage is as 

follows: 

            ( )  (
               

             
⁄ )       Eq (1) 

3. Intrusion Detection Systems 

Intrusion Detection System (IDS) is a security solution that watches the network or 

system activity and detects any activity that might be malicious [3, 4]. IDS 

approaches can generally be divided into: 

1. Signature-based IDS  

2. Anomaly-based IDS  

3. Hybrid IDS  

4. Machine-learning-based IDS 

5.  

Table 2: Types of Intrusion Detection Systems [3, 4] 

IDS Type Principle Main Advantage Main Limitation 

Signature-based 
Matches known 

attack signatures 

Effective for 

known attacks 

Weak against 

unknown attacks 

Anomaly-based 

Detects deviation 

from normal 

behavior 

Can identify novel 

behavior 

Can produce false 

positives 

Hybrid 
Combines multiple 

approaches 

Broader detection 

capability 
More complex 

ML-based 
Learns patterns 

from data 

Automated 

classification 

May be difficult to 

interpret 

 

One of the main reasons to use machine learning is that network traffic has complex 

relationship; it may be hard to fully describe by manually creating signatures [3, 4]. 

 

Machine Learning for Intrusion Detection 

 
Figure 2: Generalized Machine-Learning Based Intrusion Detection Pipeline [4] 
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IDS research frequently explores a variety of machine learning algorithms, such as: 

Decision Trees , Random Forest ,Support Vector Machines , Logistic Regression, 

Neural Networks, Deep Learning, Gradient Boosting  and XGBoost. In these 

ensemble tree-based models are attractive due to their ability to model non-linear 

relationships in structured network-flow data [17-25]. 

 

Random Forest 

Random Forest is an ensemble learning method that builds several decision trees 

based on a different random sample of training data and features. Finally, an input 

observation can be used to represent for the prediction. 

 ̂( )       *  ( )   ( )       ( )+    Eq (2) 

Where is prediction generated by the tree. 

Random Forest offers a number of benefits in ID applications: Robust classification, 

Reduced risk of overfitting compared with a single decision tree, Ability to process 

many features, Feature-importance estimation, Parallel tree construction, Good 

performance on structured data but number of trees may need a lot of memory and 

time for inferences if the number of trees is too large [26-31]. 

 

XGBoost 

Extreme Gradient Boosting (XGBoost) is an optimized gradient-boosting algorithm. 

Boosting trains trees sequentially [32] compared with RF where trees are typically 

built independently. General objective function can be represented as: 

 ( )  ∑  ( ̂    )  ∑   (  )      Eq (3) 

Where: 

 ( ) = loss function  

yi = actual target  

  ̂ = predicted value  

∑    = regularization term  

Regularization component is used to regulate the model size. [33-38] In case of binary 

classification, the sigmoid function can be written as: 

   
 

     
          

 Eq (4) 

Resulting probability can then be applied to make a class prediction based on some 

decision threshold. 

 

Random Forest versus XGBoost 

Table 3: Comparison of Random Forest and XGBoost [39] 

Feature Random Forest XGBoost 

Learning strategy Bagging Boosting 

Tree construction Mostly parallel Sequential 

Overfitting control Good Strong with regularization 

Training speed Generally fast Moderate 

Prediction performance High High/very high 

Feature importance Supported Supported 

Parallel processing Strong Supported 
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Explainability 
Compatible with 

SHAP/LIME 

Compatible with 

SHAP/LIME 

Complexity Medium Medium–High 

IDS suitability High High 

 

Two algorithms are complementary not identical. Random Forest is robust due to its 

independent ensembles of trees while XGBoost is concerned with sequential error 

reduction [40-44]. 

 

Black-Box Problem 

Though they are strong predictors many ML models are hard to interpret by humans 

[45-48]. This is a big restriction in cybersecurity, since an analyst must have an 

understanding of: 

 Why an alert was generated  

 Which network features contributed to the prediction  

 Whether the prediction is reliable  

 Whether the model is responding to meaningful traffic characteristics  

 Why two similar network flows received different classifications  

A black-box IDS can thus tell if a prediction is accurate, but it cannot give enough 

reasons for the accuracy [49-55]. This motivates the use of Explainable Artificial 

Intelligence. 

 

Explainable Artificial Intelligence 

Explainable Artificial Intelligence (XAI) is a method that enable the explanations of 

the decisions made by AI and machine learning to be understandable to humans [5]. 

In an IDS context: 

 
Figure 3: Explainable AI-Based Intrusion Detection Concept [56] 

XAI can give two types of understanding. Global explanation which features are 

generally important to the model. Local explanation describes why a given network 

flow was given a certain prediction. SHAP and LIME are two essential techniques 

that can be used for these purposes [57-61]. 

 

SHAP 

SHAP is rooted in Shapley values of Cooperative Game theory. It is an estimation of 

the part an individual feature plays in a model prediction [62]. The SHAP value for 
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feature can be approximated as: 

    ∑
| | (| | |  | 

| | 
, (  * +)    )-   * +     Eq (5) 

Positive contribution means that the feature helps to move towards the target class, 

and negative contribution means it helps to move away from the target class [63-65]. 

Based on the one described in [66] and called SHAP. 

 

Table 4: SHAP Applications in IDS 

SHAP Capability IDS Application 

Global explanation Identifies influential network features 

Local explanation Explains individual alerts 

Feature contribution Shows positive/negative influence 

Feature ranking Prioritizes important traffic characteristics 

Model analysis Supports model validation 

Analyst support Helps investigate alerts 

 

LIME 

Local Interpretable Model-Agnostic Explanations (LIME) explains an individual 

prediction by approximating the complex model locally with a simpler interpretable 

model [9]. It can be expressed as the overarching optimization goal: 

 ( )           , (      )   ( )     Eq (6) 

LIME is especially helpful when an analyst is interested in gaining insight into one 

particular network-flow prediction [67-69]. 

 

SHAP versus LIME 

Table 5: Comparison of SHAP vs LIME [70] 

Characteristic SHAP LIME 

Primary purpose Feature contribution Local approximation 

Global explanation Strong Limited 

Local explanation Strong Strong 

Theoretical basis Game theory Local surrogate model 

Feature ranking Strong Possible 

Model interpretation High High 

IDS application Global + local Individual predictions 

Analyst usefulness High High 

 

Combination of both techniques can give more explanation capabilities than using 

only one of the explanation methods [71]. 

 

CICIDS-2017 Dataset 

CICIDS2017 is a very popular dataset for network intrusion detection studies. It has 

benign and malicious network traffic represented by flow-based characteristics [72-

75]. Network traffic can be converted to structured features which can be used by 

classification algorithms, making Dataset suitable for IDS research using ML 

techniques [76]. 
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Figure 4: Conceptual Representation of CICIDS2017 Network-Flow Data [77] 

Dataset-selection considerations in [78]. 

 

Table 6: CICIDS-2017 Dataset Characteristics 

Attribute Description 

Dataset name CICIDS2017 

Application Network intrusion detection 

Traffic Benign & malicious 

Data representation Network-flow records 

File format CSV 

Feature type Traffic/network-flow features 

ML application Classification & intrusion detection 

Note: Number of features used should be specified as per the version/preprocessing 

pipeline used in proposed research. 

 

Network Traffic Features 

Network-flow features are used to give information on communication behavior  

Examples include: Flow Duration, Destination Port, Flow Bytes/s, Flow Packets/s  

Packet Length Mean, Packet Length Standard Deviation, Average Packet Size, 

Forward Packets, Backward Packets, Flow Inter-Arrival Time  We used the dataset 

description of CICIDS-2017 [79]. 

 

Table 7. Some examples of Network Traffic Features are listed below: 

Feature Description Security Relevance 

Flow Duration 
Duration of 

communication 

Helps distinguish traffic 

behavior 

Destination Port Destination service/port 
Identifies service-related 

patterns 

Flow Bytes/s Traffic rate 
Useful for detecting high-

volume traffic 

Flow Packets/s Packet frequency 
Useful for abnormal traffic 

detection 
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Packet Length Mean Average packet size 
Describes traffic 

characteristics 

Packet Length Std Packet-size variation 
Indicates traffic 

irregularity 

Average Packet Size Mean packet size 
Supports traffic 

classification 

Flow IAT Mean Average inter-arrival time 
Helps characterize timing 

behavior 

 

Data Preprocessing and Feature Selection 

Network datasets in raw form can have missing values, infinite values, and duplicate 

records; they may also have categorical labels and feature scales that are very 

different. Preprocessing is crucial, since the quality of the data has a negative impact 

on training the model [80-84]. Z-score transformation can be written as: 

  (   )         Eq (7) 

Feature Selection purpose is to identify the features that are significant and exclude 

redundant and irrelevant features [85-87]. This can have a number of advantages: 

Lower computational cost, Reduced dimensionality, Faster training, Potentially 

improved generalization. Easier interpretation. In an explainable IDS feature selection 

is essential since fewer features of meaningful information might help in explaining 

the model better [88]. 

 

Performance Evaluation 

There is a need to use several different measures for evaluating IDS models not just 

accuracy [89]. 

Accuracy 

         
(     )

(           )
    Eq (8) 

Precision 

           
  

     
     Eq (9) 

Recall 

       
  

     
     Eq (10) 

F1-Score 

   
  (                )

(               )
     Eq (11) 

True Positive Rate 

    
  

     
      Eq (12) 

17.6 False Positive Rate 

       (     )     Eq (13) 

As per standard classification as used in IDS benchmarking [90]. 

 

Table 7: Evaluation Metrics for IDS 

Metric Meaning 

Accuracy Overall correctness 

Precision Correctness of positive predictions 
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Recall Ability to detect attacks 

F1-score Balance between precision and recall 

FPR 
Benign traffic incorrectly classified as 

attack 

FNR Attacks incorrectly classified as benign 

ROC-AUC Overall discrimination capability 

PR-AUC 
Precision-recall performance, useful 

under imbalance 

 

Confusion Matrix 

Table 8: Types of Confusion Matrix 

Attacks Predicted Benign Predicted Attack 

Actual Benign TN FP 

Actual Attack FN TP 

 

A direct observation of correct and incorrect classifications is given by the confusion 

matrix [91]. 

 
Figure 5: Confusion Matrix Structure for Binary Intrusion Detection 

 

ROC and Precision–Recall Analysis 

Receiver Operating Characteristic (ROC) curve is used to show the trade-off between 

the true positive rate and the false positive rate for various classification thresholds 

[92].  ROC-AUC is used to refer to the area under the ROC curve. Precision–Recall 

curve, however, simply considers precision and recall at each threshold. When data 

set includes an imbalance of benign and attack samples, PR analysis can be very 

informative [93].  

h2 
(    )

   
    Eq (14) 

Comparative Analysis of Existing Approaches 

A comparison of existing approaches is given. This current research on intrusion 

detection focuses on classical ML, ensemble learning, deep learning and approaches 

based on XAI. Synthesized from the reviewed IDS literature [94] 
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Table 9: General Comparison of IDS Approaches 

Approach Strength Limitation Explainability 

Decision Tree 
Simple and 

interpretable 
Can overfit High 

Random Forest Robust ensemble 
Higher resource use 

than single tree 
Moderate–High 

XGBoost 
Strong nonlinear 

learning 
More complex 

Moderate without 

XAI 

SVM 
Effective 

classification 

Can be expensive 

for large datasets 
Low–Moderate 

Deep Learning 
Learns complex 

patterns 

High computational 

requirements 
Low without XAI 

RF/XGBoost + 

SHAP/LIME 

Performance + 

explanation 

Additional 

explanation cost 
High 

 

Research Gap 

Literature searched for this paper shows that there are some areas of research 

identified. 

Detection–Interpretability Gap 

There are numerous studies that concentrate mostly on the classification performance 

and do not give much information on the question of why a model was able to make a 

specific prediction. 

 2= 1     Eq (15) 

 

Edge Resource Gap 

But some high performance models need computational resources that cannot be 

readily provided at the edge nodes. 

   
     

√      
    Eq (16) 

Local Explanation Gap 

A feature importance in the global context does not necessarily help explain the 

classification of a specific network flow as malicious.  

 𝛽 
 

 
(     )     Eq (17) 

Integrated XAI Gap 

In addition to exploring individual methods, complementary methods are required like 

SHAP and LIME. 

   
 

 
 ∑    

       Eq (18) 

 
 =𝑤2×ℎ2× 2    Eq (19) 

 

𝑤2 
(    )

   
    Eq (20) 

 

Practical Deployment Gap 

Evaluation which takes into account detection performance along with latency, 
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computation and explanation generation is needed [95-102]. 

h2 
(    )

   
    Eq (21) 

 
 2= 1     Eq (22) 

 

Proposed Integrated Framework 

 

 
Figure 6: Proposed Explainable Machine-Learning Framework for Intrusion 

Detection 

Table 10: Components of Proposed Framework 

Component Function 

CICIDS2017 Provides network traffic data 

Preprocessing Cleans and transforms raw data 

Feature selection Identifies relevant features 

Random Forest Ensemble-based classification 

XGBoost Boosting-based classification 

SHAP Global and local feature attribution 

LIME Local prediction explanation 

Evaluation Measures detection performance 

Analyst Interprets alerts and explanations 

 

Conceptual Comparison of Proposed Direction 

Synthesis of the reviewed literature. 

Table 11. Conventional IDS versus Explainable ML-based IDS 

Characteristic Conventional IDS ML-Based IDS 
Explainable ML-

Based IDS 

Known attack 

detection 
High High High 
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Unknown attack 

potential 
Limited High High 

Automated learning Low High High 

Prediction 

explanation 
Limited Limited High 

Feature contribution Limited Model dependent Explicit 

Analyst support Moderate Moderate High 

Edge deployment 

consideration 
Variable Variable 

Requires 

optimization 

 
Discussion  

This reviewed shows that machine learning has a great potential to improve intrusion 

detection, as it can detect complex patterns in network-flow data. A specific interest 

here is the Random Forest and XGBoost algorithms, which are well suited for tabular 

structured data and are capable of modelling nonlinear relationships. Random Forest 

is robust due to ensemble voting and XGBoost is robust due to sequential boosting 

and regularization. Both models can be combined with XAI methods. But this isn't a 

guarantee that an IDS will be an appropriate tool for a real cybersecurity practice. It is 

important for the analyst to be aware of the reasons for generating alerts. This extra 

information can be provided by SHAP and LIME. SHAP is especially valuable for 

highlighting features that are important globally and to understanding individual 

predictions. LIME can give a local estimate of a prediction and can thus be useful in 

investigating a specific alert by an analyst. These techniques combine to provide a 

chance to transition from a predictive IDS to an interpretable decision-support system. 

However, explaining the process adds some computational complexity. Thus future 

implementations might consider studying the latency of explanation generation and 

the resources utilized, especially when generating explanations at the edge nodes.  

 

Future Research Directions 

Proposed framework should be tested on real edge devices to see if inference and 

explanation generation meets real-time requirements.  Future experiments will test the 

models' ability to detect types of attacks that were not included in the training set. 

SHAP & LIME explanations need to be assessed against observations of a similar 

type. Future systems should explore ways to decrease the computation cost of 

producing explanations. Using cybersecurity analysts to test the effectiveness of 

explanations in improving the speed and quality of cyber investigations.  

 

Conclusion 

This review focused on the use of machine learning and Explainable Artificial 

Intelligence for network intrusion detection, especially in edge-computing contexts. 

As IoT and the distributed edge infrastructures get deployed, there is an increasing 

demand for intelligent security mechanisms that can detect malicious network 

behaviour. Random Forest, XGBoost are good ensemble-learning methods for 

structured network-flow classification. However, the machine learning predictions 

might not be easy to understand for the cyber security analysts. The limitation of this 
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can however be overcome by applying XAI techniques like SHAP or LIME that can 

offer explanations for the features. The CICIDS2017 dataset is a useful benchmark 

that could be used for studying intrusion detection using ML techniques. The fusion 

of RF and XGBoost with SHAP and LIME is a promising avenue due to their ability 

to potentially leverage the strengths of both the detection performance and 

transparency. The primary research problem is not just to get high classification 

accuracy. The accuracy, false-positive reduction, latency, resource usage, 

explainability, robustness, and practical edge deployment are all important aspects 

that need to be addressed in future IDS research. An integrated explainable ML 

framework is thus a promising base for creating credible and practically applicable 

intrusion detection systems (IDS) for contemporary edge and IoT systems. 

 

DECLARATIONS 

Acknowledgement: We appreciate the generous support from all the contributor to the research 

and their different affiliations. 

Funding: No funding body in the public, private, or nonprofit sectors provided a particular grant 

for this research. 

Availability of data and material: In the approach, the data sources for the variables are stated. 

Authors' contributions: Each author participated equally in the creation of this work. 

Conflicts of Interest: The authors declare no conflict of interest. 

Consent to Participate: Yes 

Consent for publication and Ethical approval: Because this study does not include human or 

animal data, ethical approval is not required for publication. All authors have given their 

consent. 

 

REFERENCES 

 
V. Buterin, "A next-generation smart contract and decentralized application platform," white 

paper, vol. 3, no. 37, pp. 2–11, 2014. 

A. Al-Fuqaha, M. Guizani, M. Mohammadi, M. Aledhari, and M. Ayyash, “Internet of Things: 

A Survey on Enabling Technologies, Protocols, and Applications,” IEEE 

Communications Surveys & Tutorials, vol. 17, no. 4, pp. 2347–2376, 2015, doi: 

10.1109/COMST.2015.2444095. Available: 

https://doi.org/10.1109/COMST.2015.2444095 

M. Ring, S. Wunderlich, D. Scheuring, D. Landes, and A. Hotho, “A Survey of Network-based 

Intrusion Detection Data Sets,” Computers & Security, vol. 86, pp. 147–167, 2019, doi: 

10.1016/j.cose.2019.06.005. Available: https://doi.org/10.1016/j.cose.2019.06.005 

Z. K. Maseer, R. Yusof, N. Bahaman, S. A. Mostafa, and C. F. M. Foozy, “Benchmarking of 

Machine Learning for Anomaly Based Intrusion Detection Systems in the CICIDS2017 

Dataset,” IEEE Access, vol. 9, pp. 22351–22370, 2021, doi: 

10.1109/ACCESS.2021.3056614. Available: 

https://doi.org/10.1109/ACCESS.2021.3056614 

A. Barredo Arrieta et al., “Explainable Artificial Intelligence (XAI): Concepts, Taxonomies, 

Opportunities and Challenges toward Responsible AI,” Information Fusion, vol. 58, pp. 

82–115, 2020, doi: 10.1016/j.inffus.2019.12.012. Available: 

https://doi.org/10.1016/j.inffus.2019.12.012 

L. Breiman, “Random Forests,” Machine Learning, vol. 45, pp. 5–32, 2001, doi: 

10.1023/A:1010933404324. Available: https://doi.org/10.1023/A:1010933404324 

https://doi.org/10.1109/COMST.2015.2444095
https://doi.org/10.1016/j.cose.2019.06.005
https://doi.org/10.1109/ACCESS.2021.3056614
https://doi.org/10.1016/j.inffus.2019.12.012
https://doi.org/10.1023/A:1010933404324


http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

555 
 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

T. Chen and C. Guestrin, “XGBoost: A Scalable Tree Boosting System,” in Proc. 22nd ACM 

SIGKDD Int. Conf. Knowledge Discovery and Data Mining, pp. 785–794, 2016, doi: 

10.1145/2939672.2939785. Available: https://doi.org/10.1145/2939672.2939785 

S. M. Lundberg and S.-I. Lee, “A Unified Approach to Interpreting Model Predictions,” in 

Advances in Neural Information Processing Systems 30, pp. 4765–4774, 2017. 

Available: https://arxiv.org/abs/1705.07874 

M. T. Ribeiro, S. Singh, and C. Guestrin, “„Why Should I Trust You?‟: Explaining the 

Predictions of Any Classifier,” in Proc. 22nd ACM SIGKDD Int. Conf. Knowledge 

Discovery and Data Mining, pp. 1135–1144, 2016, doi: 10.1145/2939672.2939778. 

Available: https://doi.org/10.1145/2939672.2939778 

I. Sharafaldin, A. H. Lashkari, and A. A. Ghorbani, “Toward Generating a New Intrusion 

Detection Dataset and Intrusion Traffic Characterization,” in Proc. 4th Int. Conf. 

Information Systems Security and Privacy, pp. 108–116, 2018, doi: 

10.5220/0006639801080116. Available: https://doi.org/10.5220/0006639801080116 

M. Sarhan, S. Layeghy, and M. Portmann, “Towards a Standard Feature Set for Network 

Intrusion Detection System Datasets,” Mobile Networks and Applications, 2022, doi: 

10.1007/s11036-021-01843-0. Available: https://doi.org/10.1007/s11036-021-01843-0 

Z. Zheng, S. Xie, H. Dai, X. Chen, and H. Wang, "An overview of blockchain technology: 

Architecture, consensus, and future trends," in Proc. IEEE Int. Conf. Big Data Congress, 

2017, pp. 557–564. 

R. M. Hayward et al., “Inter-observer variability in the measurement of diffuse intrinsic pontine 

gliomas,” Journal of Neuro-Oncology, vol. 90, no. 1, pp. 57–61, 2008. 

R. R. Selvaraju, M. Cogswell, A. Das, R. Vedantam, D. Parikh, and D. Batra, “Grad-CAM: 

Visual explanations from deep networks via gradient-based localization,” in Proc. 

IEEE Int. Conf. Computer Vision (ICCV), 2017, pp. 618–626. 

S. M. Lundberg and S.-I. Lee, “A unified approach to interpreting model predictions,” in 

Proc. Advances in Neural Information Processing Systems (NeurIPS), 2017, pp. 4765–

4774. 

M. T. Ribeiro, S. Singh, and C. Guestrin, “„Why should I trust you?‟: Explaining the 

predictions of any classifier,” in Proc. 22nd ACM SIGKDD Int. Conf. Knowledge 

Discovery and Data Mining, 2016, pp. 1135–1144. 

S. Krishna et al., “The disagreement problem in explainable machine learning: A 

practitioner‟s perspective,” arXiv:2202.01602, 2022. 

V. Petsiuk, A. Das, and K. Saenko, “RISE: Randomized input sampling for explanation of 

black-box models,” in Proc. British Machine Vision Conference (BMVC), 2018. 

R. Pohle and K. D. Toennies, “Segmentation of medical images using adaptive region 

growing,” in Proc. Medical Imaging 2001, vol. 4322, pp. 1337–1346. 

A. Vaswani et al., “Attention is all you need,” in Proc. Advances in Neural Information 

Processing Systems (NeurIPS), 2017, pp. 5998–6008. 

R. J. Chen et al., “Scaling vision transformers to gigapixel images via hierarchical self-

supervised learning,” in Proc. IEEE/CVF Conf. Computer Vision and Pattern 

Recognition (CVPR), 2022, pp. 16123–16134. 

K. He, X. Zhang, S. Ren, and J. Sun, “Deep residual learning for image recognition,” in Proc. 

IEEE Conf. Computer Vision and Pattern Recognition (CVPR), 2016, pp. 770–778. 

J. Deng, W. Dong, R. Socher, L.-J. Li, K. Li, and L. Fei-Fei, “ImageNet: A large-scale 

hierarchical image database,” in Proc. IEEE Conf. Computer Vision and Pattern 

Recognition (CVPR), 2009, pp. 248–255. 

A. Dosovitskiy et al., “An image is worth 16×16 words: Transformers for image recognition 

at scale,” in Proc. Int. Conf. Learning Representations (ICLR), 2021. 

I. Loshchilov and F. Hutter, “SGDR: Stochastic gradient descent with warm restarts,” in Proc. 

https://doi.org/10.1145/2939672.2939785
https://arxiv.org/abs/1705.07874
https://doi.org/10.1145/2939672.2939778
https://doi.org/10.5220/0006639801080116
https://doi.org/10.1007/s11036-021-01843-0


http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

556 
 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

Int. Conf. Learning Representations (ICLR), 2017. 

Akhtar, M., Jabeen, T., Aziz, R., Amin, M., Rizwan, S., & Hamid, K. (2025). Intelligence based 

Self-Healing Network Design: An Automated Incident Response System for 

Troubleshooting of IoT Security Breaches. Annual Methodological Archive Research 

Review, 3(8), 176–214. https://doi.org/10.63075/m5et0t86 

Akhtar, M. H., Ali, A., Ali, S., Nasim, F., Aziz, M. H., Khan, H., & Naqvi, S. A. A. (2025). A 

Novel Machine Learning Approach for Database Exploitation to Enhance Database 

Security: A Survey. Spectrum of Engineering Sciences, 3(2), 26–57. 

https://thesesjournal.com/index.php/1/article/view/131 

Antonakakis, M., April, T., Bailey, M., Bernhard, M., Bursztein, E., Cochran, K., ... & Zhou, Y. 

(2017). Understanding the Mirai botnet. In Proceedings of the 26th USENIX Security 

Symposium (pp. 1093–1110). USENIX Association. 

Roman, R., Zhou, J., & Lopez, J. (2013). On the features and challenges of security and privacy 

in distributed internet of things. Computer Networks, 57(10), 2266–2279. 

https://doi.org/10.1016/j.comnet.2012.12.018 

Moustafa, N., Turnbull, B., & Choo, K. R. R. (2017). An ensemble intrusion detection technique 

based on proposed statistical flow features for protecting network traffic of internet of 

things. Journal of Network and Computer Applications, 81, 19–31. 

https://doi.org/10.1016/j.jnca.2017.01.018 

Hussain, F., Abbas, S. G., Shah, G. A., Pervaiz, I., & Khalid, S. (2024). ML in IoT security: A 

systematic literature review. Journal of Network and Computer Applications, 224, 

Article 103828. https://doi.org/10.1016/j.jnca.2023.103828 

Hamdan, M. (2024). Performance evaluation of intrusion detection systems in cloud computing 

environments. Jordan Journal of Computers and Information Technology (JJCIT), 10(2), 

155–170. 

Manju, & Srivastav, V. K. (2025). Review of self-healing IoT networks based AI-driven fault 

detection and recovery. International Journal of Applied and Behavioral Sciences 

(IJABS), 11(2), 231–240. 

A., Uddin, S., Tanweer, H. A., Rasheed, M. A., Ahmed, M., & Murtaza, H. (2021). Data privacy 

issue in federated learning resolution using block chain. VFAST Transactions on 

Software Engineering, 9(4), 51-61. 

Abbas, G., Basit, A., Ayub, N., Rafique, S., Ali, A., Khan, H., & Hussain, M. Z. (2026). An 

Enhanced Machine Learning & Deep Learning based Intrusion Detection System for 

Intelligent Network Security: A Comprehensive Analysis to Avoid Intrusions in Big 

Data-based IoT Ecosystem. The Asian Bulletin of Big Data Management, 6(1), 26-33. 

Abdullah, M. M., Khan, H., Farhan, M., & Khadim, F. (2024). An Advance Machine Learning 

(ML) Approaches for Anomaly Detection based on Network Traffic. Spectrum of 

engineering sciences, 2(3), 502-527. 

Adil, M. U., Ali, S., Haider, A., Javed, M. A., & Khan, H. (2024). An Enhanced Analysis of 

Social Engineering in Cyber Security Research Challenges, Countermeasures: A 

Survey. The Asian Bulletin of Big Data Management, 4(4), 321-331. 

Ahmad, I., Nasim, F., Khawaja, M. F., Naqvi, S. A. A., & Khan, H. (2025). Enhancing IoT 

Security and Services based on Generative Artificial Intelligence Techniques: A 

Systematic Analysis based on Emerging Threats, Challenges and future 

Directions. Spectrum of engineering sciences, 3(2), 1-25. 

Abdullah, M. M., Ghafoor, U., Qadeer, Q. B., Khadim, F., Khan, H. S., Ahmad, A., & Khan, H. 

(2025). An Efficient of Artificial Intelligence based Brain Tumor Diagnosis and 

Classification: An Advance Medical Diagnosis Approach. The Asian Bulletin of Big 

Data Management, 5(2), 208-242. 

Abdullah, M. M., Khan, H., Farhan, M., & Khadim, F. (2024). An Advance Machine Learning 

https://doi.org/10.63075/m5et0t86
https://www.google.com/search?q=https://thesesjournal.com/index.php/1/article/view/131
https://doi.org/10.1016/j.comnet.2012.12.018
https://doi.org/10.1016/j.jnca.2017.01.018
https://www.google.com/search?q=https://doi.org/10.1016/j.jnca.2023.103828


http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

557 
 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

(ML) Approaches for Anomaly Detection based on Network Traffic. Spectrum of 

engineering sciences, 2(3), 502-527. 

Ahmed, A., Javed, M. A., Qureshi, J. N., Khan, H., & Yousaf, H. F. (2024). An insightful 

Machine Learning based Privacy-Preserving Technique for Federated Learning. The 

Asian Bulletin of Big Data Management, 4(4), 332-343. 

Ahmed, A., Javed, M. A., Qureshi, J. N., Khan, H., & Yousaf, H. F. (2024). An insightful 

Machine Learning based Privacy-Preserving Technique for Federated Learning. The 

Asian Bulletin of Big Data Management, 4(4), 332-343. 

Ahmed, A., Rizwan, S. M., Ikram, F., Ahmed, N., Khan, H., & Hasan, M. Z. (2025). An 

Exploration of User-level Privacy-Preserving Federated Learning Technique: A 

Machine Learning Perspective on Classification, Threat Mitigations, and Exploring 

Federated Learning and Beyond. The Asian Bulletin of Big Data Management, 5(4), 

292-318. 

Ahmed, A., Rizwan, S. M., Ikram, F., Ahmed, N., Khan, H., & Hasan, M. Z. (2025). An 

Exploration of User-level Privacy-Preserving Federated Learning Technique: A 

Machine Learning Perspective on Classification, Threat Mitigations, and Exploring 

Federated Learning and Beyond. The Asian Bulletin of Big Data Management, 5(4), 

292-318. 

Ahmed, L., Ahmad, K., Said, N., Qolomany, B., Qadir, J., & Al-Fuqaha, A. (2020). Active 

learning based federated learning for waste and natural disaster image 

classification. IEEE access, 8, 208518-208531. 

Akhtar, M. H., Ghafoor, U., Imran, O., Ayub, N., Abdullah, M. M., & Khan, H. (2026). An 

Efficient AI and Deep learning Assisted Self-Healing Network Approach: Analysis on 

Fault Detection Response and Recovery to Mitigate Threats in IoT-Security 

Ecosystem. The Asian Bulletin of Big Data Management, 6(1), 40-66. 

Akhtar, M. H., Ghafoor, U., Imran, O., Ayub, N., Abdullah, M. M., & Khan, H. (2026). An 

Efficient AI and Deep learning Assisted Self-Healing Network Approach: Analysis on 

Fault Detection Response and Recovery to Mitigate Threats in IoT-Security 

Ecosystem. The Asian Bulletin of Big Data Management, 6(1), 40-66. 

Akmal, I., Khan, H., Khushnood, A., Zulfiqar, F., & Shahbaz, E. (2024). An Efficient Artificial 

Intelligence (Al) and Blockchain-Based Security Strategies for Enhancing the Protection 

of Low-Power loT Devices in 5G Networks. Spectrum of engineering sciences, 2(3), 

528-586. 

Ahmad, J., Salman, W., Amin, M., Ali, Z., & Shokat, S. (2024). A Survey on Enhanced 

Approaches for Cyber Security Challenges Based on Deep Fake Technology in 

Computing Networks. Spectrum of Engineering Sciences, 2(4), 133-149. 

Ahmed, A., Ahmed, N., Ghafoor, U., Rizwan, S. M., Qureshi, R., Khan, H., & Hussain, M. Z. 

(2025). An Enhanced Textual Review Classification and Sentiment Analysis Approach 

based on Machine Learning: A Comprehensive Analysis for Text Categorization 

Approaches. The Asian Bulletin of Big Data Management, 5(4), 259-291. 

Ahmed, A., Ahmed, N., Ghafoor, U., Rizwan, S. M., Qureshi, R., Khan, H., & Hussain, M. Z. 

(2025). An Enhanced Textual Review Classification and Sentiment Analysis Approach 

based on Machine Learning: A Comprehensive Analysis for Text Categorization 

Approaches. The Asian Bulletin of Big Data Management, 5(4), 259-291. 

Ahmed, A., Javed, M. A., Qureshi, J. N., Khan, H., & Yousaf, H. F. (2024). An insightful 

machine learning based privacy-preserving technique for federated learning. The Asian 

Bulletin of Big Data Management, 4(4), 332-343 

Ali, G., Shahbaz, H., Hassan, M. A., Ahmad, M., & Waleed, M. (2024). An Enhanced Approach 

of Exploring Digital Economy Using Modern Computer Networks. Spectrum of 

Engineering Sciences, 2(4), 292-312. 



http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

558 
 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

Ali, H., Ayub, N., Irfan, A., Fayyaz, S., Masood, H., Ahmad, A., ... & Khan, H. (2025). A 

Unified AI-powered Social Media Platform for Intelligent Scheduling and Data Driven 

Analytics Using Multi-Layered Artificial Neural Networks (ANNs): https://doi. 

org/10.5281/zenodo. 17572988. Annual Methodological Archive Research 

Review, 3(11), 94-134. 

Ali, R., Khan, H., Arif, M. W., Tariq, M. I., Din, I. U., Afzal, A., & Khan, M. A. Authentication 

of User Data for Enhancing Privacy in Cloud Computing Using Security Algorithms. 

In Securing the Digital Realm (pp. 187-200). CRC Press. 

Anas, M., Imtiaz, M. A., Saad Khan, A. A., Naghman, N. F., Khan, H., & Albouq, S. AN 

ADVANCED MACHINE LEARNING (ML) ARCHITECTURE FOR HEART 

DISEASE DETECTION, PREDICTION AND CLASSIFICATION USING MACHINE 

LEARNING. Vol.-20, No.-3, March (2025) pp 54 – 72 

Aqeel, N., Alam, A., Bhatti, Z., & Amir, A. (2024). A Survey on Tor‟s Multi Layer Architecture 

and Web Implications in Dark Web. Spectrum of Engineering Sciences, 2(4), 212-231. 

Ali, M., Cheema, S. M., Aslam, Z., Naz, A., & Ayub, N. (2023, March). CBAI: Cloud-Based 

Agile Infrastructure for Enhancing Distributed Agile Development. In 2023 4th 

International Conference on Computing, Mathematics and Engineering Technologies 

(iCoMET) (pp. 1-6). IEEE. 

Ali, M., Cheema, S. M., Ayub, N., Naz, A., & Aslam, Z. (2022, December). Blockchain-based 

Privacy Preservation Framework for IoT-Based Information Systems. In 2022 3rd 

International Conference on Innovations in Computer Science & Software Engineering 

(ICONICS) (pp. 1-7). IEEE, 2022 

Ali, M., Cheema, S. M., Ayub, N., Naz, A., & Aslam, Z. (2022, December). Impact of adopting 

robots as teachers: a review study. In 2022 International Conference on Emerging 

Technologies in Electronics, Computing and Communication (ICETECC) (pp. 1-9). 

IEEE. 

Arshad, S., Ayub, N., Basit, A., Ali, A., Rizwan, S. M., Abdullah, M. M., ... & Hussain, M. Z. 

An Efficient Deep Learning Enabled Multimodal Sentiment Analysis based on Neural 

Networks and Text Mining Architectures for Short-Form Social Media Data: A 

Comprehensive Analysis. 

Asad, M., Moustafa, A., & Ito, T. (2021). Federated learning versus classical machine learning: 

A convergence comparison. arXiv preprint arXiv:2107.10976. 

Asghar, M. A., Aslam, A., Bakhet, S., Saleem, M. U., Ahmad, M., Gohar, A., & Khan, H. 

(2025). An Efficient Integration of Artificial Intelligence-based Mobile Robots in 

Critical Frames for the Internet of Medical Things (IoMTs) Using (ADP2S) and 

Convolutional Neural Networks (CNNs). Annual Methodological Archive Research 

Review, 3(4), 160-183. 

Aslam, I., Tariq, W., Nasim, F., Khan, H., Khawaja, M. F., Ahmad, A., & Nawaz, M. S. (2025). 

A Robust Hybrid Machine Learning based Implications and Preventions of Social Media 

Blackmailing and Cyber bullying: A Systematic Approach. 

Ayub, N., Alghamdi, T., Din, I., Ali, A., Khan, H., Ganiyeva, O., & Makhmudov, S. (2025). An 

Enhanced Artificial Intelligence and Deep Learning Assisted Breast Cancer 

Classification and Diagnosis Based on the Internet of Medical Things 

(IOMTs). Engineering, Technology & Applied Science Research, 15(6), 30612-30616. 

Ali, I., Saleem, M. U., Khan, A. A., Naz, A., Nawaz, M., & Khan, H. (2025). An Enhanced 

Artificial Intelligence Generated Virtual Influencer Framework: Examining the Effects 

of Emotional Display on User Engagement based on Convolutional Neural Networks 

(CNNs). Annual Methodological Archive Research Review, 3(4), 184-209. 

Ali, M., Khan, H., & Rehman, S. U. (2023). Edge Computing for Low-Latency IoT 

Applications. International journal of advanced sciences and computing, 38-49Malik, 



http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

559 
 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

A., Khan, H., Ali, A., Nawaz, A., & Ahmad, S. The Impact of Climatic Parameters on 

the Streamflows & Future Sustainable Hydro-Energy Generation Predicting 

Streamflows for the 21st Century Under Climate Change Scenarios. 

Ali, M., Khan, H., Din, I. U., Tariq, M. I., & Javed, A. Design and Implementation Role of 

Middleware in Shared Network Environments: A Systematic Review. Securing the 

Digital Realm, 229-243. 

Ali, M., Khan, H., Rana, M. T. A., Ali, A., Baig, M. Z., Rehman, S. U., & Alsaawy, Y. (2024). 

A Machine Learning Approach to Reduce Latency in Edge Computing for IoT 

Devices. Engineering, Technology & Applied Science Research, 14(5), 16751-16756. 

Ayub, N., Alghamdi, T., Din, I., Ali, A., Khan, H., Ganiyeva, O., & Makhmudov, S. (2025). An 

Enhanced Artificial Intelligence and Deep Learning Assisted Breast Cancer 

Classification and Diagnosis Based on the Internet of Medical Things 

(IOMTs). Engineering, Technology & Applied Science Research, 15(6), 30612-30616. 

Ayub, N., Anwer, M. A., Iqbal, A., Rizwan, S. M., Shahbaz, A., Abid, M. H., & Rafi, S. (2025). 

Enhanced ML Framework based on Artificial Neural Network for countermeasures of 

Data Protection and Network Vulnerabilities Detection in Industrial Internet of 

Things. Annual Methodological Archive Research Review, 3(5), 410-431. 

Ayub, N., Bakhet, S., Arshad, M. J., Saleem, M. U., Anam, R., & Fuzail, M. Z. (2025). AN 

ENHANCED MACHINE LEARNING AND BLOCKCHAIN-BASED FRAMEWORK 

FOR SECURE AND DECENTRALIZED ARTIFICIAL INTELLIGENCE 

APPLICATIONS IN 6G NETWORKS USING ARTIFICIAL NEURAL NETWORKS 

(ANNS). Spectrum of Engineering Sciences, 3(4), 348-364. 

Ayub, N., Ejaz, A., Hassan, B., Hussain, M. Z., Nadeem, M., Sabir, L., & Fatima, S. (2025). An 

Efficient Machine Learning And Deep Learning Based Deep Packet Security 

Framework For Detection Of Computing Network Faults In The Iots. Spectrum of 

Engineering Sciences, 3(5), 659-674. 

Ayub, N., Uzair, M., Din, I., Ali, A., Khan, H., Yuldashev, F., & Makhmudov, S. (2025). An 

Efficient Human Activity Recognition (HAR) Model Based on Convolutional Neural 

Networks for Computing Devices Aiming to Reduce Latency and Tackle the Inactivity 

of Gadgets. Engineering, Technology & Applied Science Research, 15(6), 28885-28890. 

Ayub, N., Waheed, A., Ahmad, S., Akbar, M. H. A., Fuzail, M. Z., & Hashmi, A. H. (2025). 

Strengthening Network Security: An Efficient DL Enabled Data Protection and Privacy 

Framework for Threat Mitigation and Vulnerabilities Detection in IoT Network. Annual 

Methodological Archive Research Review, 3(6), 1-25. 

Ayub, N., Waheed, A., Ahmad, S., Akbar, M. H. A., Fuzail, M. Z., & Hashmi, A. H. (2025). 

Strengthening Network Security: An Efficient DL Enabled Data Protection and Privacy 

Framework for Threat Mitigation and Vulnerabilities Detection in IoT Network. Annual 

Methodological Archive Research Review, 3(6), 1-25. 

Ayub, N., Yaseen, A., Amin, M. N., Rizwan, S. M., Farooq, I., & Hussain, M. Z. (2025). 

Reliable Federated Learning (Rdl) Assisted Intrusion Detection And Classifications 

Approach Using (Ssl/Tls) For Network Security. Annual Methodological Archive 

Research Review, 3(7), 376-400. 

Aziz, R., Mehmood, A., Tariq, A., Nasim, F., Farooq, U., Naqvi, S. A. A., & Khan, H. (2025). 

Critical Evaluation of Data Privacy and Security Threats: An Intelligent Federated 

Learning-based Intrusion Detection System Poisoning Attack and Defense for Cyber-

Physical Systems its Issues and Challenges Related to Privacy and Security in IoT. The 

Asian Bulletin of Big Data Management, 5(1), 73-84. 

Bacha, A., Sehar, H., Naseem, S., & Khan, M. I. (2024). FEDERATED LEARNING FOR 

THREAT INTELLIGENCE SHARING: A PRIVACY-PRESERVING 

COLLABORATIVE DEFENSE MODEL. Spectrum of Engineering Sciences, 656-664. 



http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

560 
 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

Basit, A. (2026). An Enhanced Machine Learning & Deep Learning based Intrusion Detection 

System for Intelligent Network Security: A Comprehensive Analysis to Avoid 

Intrusions in Big Data-based IoT Ecosystem. 

Cai, B., Xu, X., Jia, K., Qing, C., & Tao, D. (2016). DehazeNet: An End-to-End System for 

Single Image Haze Removal. IEEE TIP, 25(11), 5187–5198. 

Cao, Q., Shen, L., Xie, W., Parkhi, O. M., & Zisserman, A. (2018). VGGFace2: A Dataset for 

Recognising Faces Across Pose and Age. IEEE FG, 67–74. 

Criado, M.F.; Casado, F.E.; Iglesias, R.; Regueiro, C.V.; Barro, S. Non-iid data and continual 

learning processes in federated learning: A long road ahead. Inf. Fusion 2022, 88, 263–

280. 

Deng, J., Guo, J., Xue, N., & Zafeiriou, S. (2019). ArcFace: Additive Angular Margin Loss for 

Deep Face Recognition. IEEE/CVF CVPR, 4685–4694. 

Fakhar, M. H., Baig, M. Z., Ali, A., Rana, M. T. A., Khan, H., Afzal, W., ... & Albouq, S. 

(2024). A Deep Learning-based Architecture for Diabetes Detection, Prediction, and 

Classification. Engineering, Technology & Applied Science Research, 14(5), 17501-

17506. 

Farooq, I., Ahmed, S. A., Ali, A., Warraich, M. A., Aqeel, M., & Khan, H. (2024). Enhanced 

Classification of Networks Encrypted Traffic: A Conceptual Analysis of Security 

Assessments, Implementation, Trends and Future Directions. The Asian Bulletin of Big 

Data Management, 4(4), 500-522. 

Farooq, I., Ghafoor, U., Umer, S., Ali, A., Shahid, A. K., & Khan, H. (2025). An Efficient Big 

Data Security and Privacy in Healthcare for Enhancing Remote Sensing and Monitoring: 

A Technological Perspective based on ACL for Preserving Big Data Analytics in 

Cloud. The Asian Bulletin of Big Data Management, 5(4), 231-258. 

Farooq, M., Younas, R. M. F., Qureshi, J. N., Haider, A., & Nasim, F. (2025). Cyber security 

risks in DBMS: Strategies to mitigate data security threats: A systematic 

review. Spectrum of engineering sciences, 3(1), 268-290. 

Fatima, M., Ali, A., Ahmad, M., Nisa, F. U., Khan, H., & Raheem, M. A. U. Enhancing The 

Resilience Of Iot Networks: Strategies And Measures For Mitigating Ddos Attacks. 

Cont.& Math. Sci., Vol.-19, No.-10, 129-152, October 2024 

https://jmcms.s3.amazonaws.com/wp-content/uploads/2024/10/10072102/jmcms-

2410025-ENHANCING-THE-RESILIENCE-OF-IOT-NETWORKS-MF-HK.pdf 

Fawy, K. F., Rodriguez-Ortiz, G., Ali, A., Jadeja, Y., Khan, H., Pathak, P. K., ... & Rahman, J. 

U. (2025). Catalytic exploration metallic and nonmetallic nano-catalysts, properties, role 

in photoelectrochemistry for sustainable applications. Reviews in Inorganic Chemistry, 

(0). 

Ganesan, S., Manoharan, K. G., & Periyathambi, E. (2025). Hybrid Approach to Detect Fog 

Level Using CNN and Defog the Video Sequence Using GAN. Traitement du Signal, 

42(4), 2039–2052. 

Gaspar, M. B. A. F. (2025). IDS model for identifying Cyber Threats: Applying the novel 

Kolmogorov Arnold Neural Networks to the contemporary cyber-attack datasets, 

UNSW-NB15 and CICIDS2017. 

Ghafoor, U., Ayub, N., Yaseen, A., Anas, M., Farooq, I., Khan, S., & Naghman, N. F. (2025). 

AI Assisted Heart Disease Prediction and Classification and Segmentation based on 

PIMA and UCI Machine Learning Datasets. Annual Methodological Archive Research 

Review, 3(7), 248-276. 

Gombar, M., Topalović, A., & Pejić Bach, M. (2026). Cost-Aware Lightweight Deep Learning 

for Intrusion Detection: A Comparative Study on UNSW-NB15 and CIC-

IDS2017. Electronics, 15(8), 1603. 

Goodfellow, I., et al. (2014). Generative Adversarial Nets. NeurIPS, 27, 2672–2680. 

https://jmcms.s3.amazonaws.com/wp-content/uploads/2024/10/10072102/jmcms-2410025-ENHANCING-THE-RESILIENCE-OF-IOT-NETWORKS-MF-HK.pdf
https://jmcms.s3.amazonaws.com/wp-content/uploads/2024/10/10072102/jmcms-2410025-ENHANCING-THE-RESILIENCE-OF-IOT-NETWORKS-MF-HK.pdf


http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

561 
 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

Gordon, T. Diabetes, blood lipids, and the role of obesity in coronary heart disease risk for 

women. Ann. Intern. Med. 87, 393 (1977). 

Gul, W., Nawaz, A., Hamaz, M. T., & Khan, H. AN EFFICIENT MODEL FOR THE 

SELECTION OF LEADERSHIP COMPETENCIES AND PERFORMANCE 

IMPROVEMENT FOR THE SUCCESS OF TRANSPORTATION PROJECTS, 

JOURNAL OF MECHANICS OF CONTINUA AND MATHEMATICAL SCIENCES 

Vol.-16, No.-5, May (2021) pp 49-65 https://doi.org/10.26782/jmcms.2021.05.00005 

Gularte, K.H.M.; Vargas, J.A.R.; Da Costa, J.P.J.; Da Silva, A.A.S.; Santos embedded systems", 

In 2018 International Conference on Engineering and Emerging Technologies (ICEET), 

IEEE.,  pp. 1-8, Sep. 2018 

H. Khan, I. Uddin, A. Ali, M. Husain, "An Optimal DPM Based Energy-Aware Task Scheduling 

for Performance Enhancement in Embedded MPSoC", Computers, Materials & 

Continua., vol. 74, no. 1,   pp. 2097-2113, Sep. 2023 

Ayub, N., Habib, Z., Bakhet, S., Riaz, S., Rizwan, S. M., Abid, M., ... & Khan, H. (2025). An 

Optimal Ai & Deep Learning Mechanism For Mitigating Hacking Threat Identification 

Using Secure Network Infrastructure Based On Linux And Software-Defined Network 

(Sdn). Spectrum of Engineering Sciences, 3(5), 675-687. 

H. Khan, M. U. Hashmi, Z. Khan, R. Ahmad, "Offline Earliest Deadline first Scheduling based 

Technique for Optimization of Energy using STORM in Homogeneous Multi-core 

Systems", IJCSNS Int. J. Comput. Sci. Netw. Secur., vol. 18, no. 12, pp. 125-130, Dec. 

2018 

Ayub, N., Imtiaz, M. A., Ali, E., Alqahtani, A. M., Ali, A., Ashurov, M., ... & Law, F. L. (2025). 

A Decision Framework for Intra Task Fixed Priority INTEL PXA270 Distributed 

Architecture for Soft RT-Applications Based on Deep Learning. Engineering, 

Technology & Applied Science Research, 15(3), 23553-23558. 

H. Khan, M. U. Hashmi, Z. Khan, R. Ahmad, A. Saleem, "Performance Evaluation for Secure 

DES-Algorithm Based Authentication & Counter Measures for Internet Mobile Host 

Protocol", IJCSNS Int. J. Comput. Sci. Netw. Secur., vol. 18, no. 12, pp. 181-185,  July. 

2018  

Ayub, N., Iqbal, M. W., Saleem, M. U., Amin, M. N., Imran, O., & Khan, H. (2025). Efficient 

ML Technique for Brain Tumor Segmentation, and Detection, based on MRI Scans 

Using Convolutional Neural Networks (CNNs). Spectrum of Engineering 

Sciences, 3(3), 186-213. 

Ayub, N., Sarwar, N., Ali, A., Khan, H., Din, I., Alqahtani, A. M., ... & Ali, A. (2025). 

Forecasting Multi-Level Deep Learning Autoencoder Architecture (MDLAA) for 

Parametric Prediction based on Convolutional Neural Networks. Engineering, 

Technology & Applied Science Research, 15(2), 21279-21283. 

Hamayun Khan, Sheeraz Ahmed,S. Farhan Haider Shah,Rehan Ali Khan,Zeeshan 

Najam,Hasnain Abbas,Asif Nawaz,Zubair Aslam Khan, JOURNAL OF MECHANICS 

OF CONTINUA AND MATHEMATICAL SCIENCES, Vol.-15, No.-8, August (2020) 

pp 628-646 https://doi.org/10.26782/jmcms.2020.08.00053 

Hashmi, U., & ZeeshanNajam, S. A. (2023). Thermal-Aware Real-Time Task Schedulabilty test 

for Energy and Power System Optimization using Homogeneous Cache Hierarchy of 

Multi-core Systems. Journal of Mechanics of Continua and Mathematical 

Sciences, 14(4), 442-452. 

Hassan, A., Khan, H., Ali, A., Sajid, A., Husain, M., Ali, M., ... & Fakhar, H. (2024). An 

Enhanced Lung Cancer Identification and Classification Based on Advanced Deep 

Learning and Convolutional Neural Network. Bulletin of Business and Economics 

(BBE), 13(2), 136-141. 

Ayub, N., Ejaz, A., Hassan, B., Hussain, M. Z., Nadeem, M., Sabir, L., & Fatima, S. (2025). An 

https://www.journalimcms.org/journal/an-efficient-model-for-the-selection-of-leadership-competencies-and-performance-improvement-for-the-success-of-transportation-projects/
https://www.journalimcms.org/journal/an-iot-based-energy-optimization-technique-for-electrical-equipments-using-wireless-sensor-networks/


http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

562 
 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

Efficient Machine Learning And Deep Learning Based Deep Packet Security 

Framework For Detection Of Computing Network Faults In The Iots. Spectrum of 

Engineering Sciences, 3(5), 659-674. 

Masab, M. M., Ayub, N., Ghafoor, U., Khan, A. K., Ullah, H., & Murtaza, S. (2026). 

CardioRiskNet: A Convolutional Neural Network CNN Meta Analysis: Effectiveness of 

Two-stage classification of an AI framework for personalized diagnosis, risk prediction 

and prognosis in cardiovascular diseases. 

Ayub, N., Imtiaz, M. A., Ali, E., Alqahtani, A. M., Ali, A., Ashurov, M., ... & Law, F. L. (2025). 

A Decision Framework for Intra Task Fixed Priority INTEL PXA270 Distributed 

Architecture for Soft RT-Applications Based on Deep Learning. Engineering, 

Technology & Applied Science Research, 15(3), 23553-23558. 

Hassan, H. Khan, I. Uddin, A. Sajid, "Optimal Emerging trends of Deep Learning Technique for 

Detection based on Convolutional Neural Network", Bulletin of Business and 

Economics (BBE)., vol. 12, no. 4,  pp. 264-273, Nov. 2023 

He, K., Sun, J., & Tang, X. (2011). Single Image Haze Removal Using Dark Channel Prior. 

IEEE TPAMI, 33(12), 2341–2353. 

Hussain, M., Ahmed, H. A., Babar, M. Z., Ali, A., Shahzad, H. M., Rehman, S. U., ... & 

Alshahrani, A. M. (2025). An Enhanced Convolutional Neural Network (CNN) based P-

EDR Mechanism for Diagnosis of Diabetic Retinopathy (DR) using Machine 

Learning. Engineering, Technology and Applied Science Research, 15(1), 19062-19067. 

Hussain, S., Sarwar, N., Ali, A., Khan, H., Din, I., Alqahtani, A. M., ... & Ali, A. (2025). An 

Enhanced Random Forest (ERF)-based Machine Learning Framework for Resampling, 

Prediction, and Classification of Mobile Applications using Textual 

Features. Engineering, Technology & Applied Science Research, 15(1), 19776-19781. 

Ibrahim, F. H. M., & Rahim, M. S. M. (2020). Single Image Dehazing Method Based on Current 

Strategies. Journal of Theoretical and Applied Information Technology (JATIT), 98(10), 

1534–1549. 

Imtiaz, M. A., Amir, A., Bakhet, S., Siddique, H., & Rizwan, S. M. (2025). An Optimal Diabetic 

Retinopathy Detection and Classification Approach based on integrated Hybrid 

Convolutional Neural Networks (CNNs). Spectrum of Engineering Sciences, 3(2). 

Isola, P., Zhu, J.-Y., Zhou, T., & Efros, A. (2017). Image-to-Image Translation with Conditional 

Adversarial Networks. IEEE/CVF CVPR, 1125–1134. 

J. Bonneau, “Why Buy When You Can Rent? Bribery and Vote Buying in Blockchain Voting,” 

in Proc. 2018 IEEE European Symposium on Security and Privacy Workshops 

(EuroS&PW), London, UK, 2018, pp. 123–130. 

Jabeen, T., Mehmood, Y., Khan, H., Nasim, M. F., & Naqvi, S. A. A. (2025). Identity Theft and 

Data Breaches How Stolen Data Circulates on the Dark Web: A Systematic 

Approach. Spectrum of engineering sciences, 3(1), 143-161. 

K. Croman et al., “On Scaling Decentralized Blockchains,” in Proc. 20th International 

Conference on Financial Cryptography and Data Security (FC), Christ Church, 

Barbados, 2016, pp. 106–125. 

Javed, M. A., Anjum, M., Ahmed, H. A., Ali, A., Shahzad, H. M., Khan, H., & Alshahrani, A. 

M. (2024). Leveraging Convolutional Neural Network (CNN)-based Auto Encoders for 

Enhanced Anomaly Detection in High-Dimensional Datasets. Engineering, Technology 

& Applied Science Research, 14(6), 17894-17899. 

Khan, A. Ali, S. Alshmrany, "Energy-Efficient Scheduling Based on Task Migration Policy 

Using DPM for Homogeneous MPSoCs", Computers, Materials & Continua., vol. 74, 

no. 1, pp. 965-981, Apr. 2023 

Khan, H. M. S., Hayat, C. M. A., Tayyab, H., & Ali, K. (2024). An Enhanced Cost Effective and 

Scalable Network Architecture for Data Centers. Spectrum of Engineering 



http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

563 
 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

Sciences, 2(4), 1-32. 

Khan, M. U. Hashmi, Z. Khan, R. Ahmad, "Offline Earliest Deadline first Scheduling based 

Technique for Optimization of Energy using STORM in Homogeneous Multi-core 

Systems", IJCSNS Int. J. Comput. Sci. Netw. Secur., vol. 18, no. 12, pp. 125-130, Oct. 

2018 

Khan, Q. Bashir, M. U. Hashmi, "Scheduling based energy optimization technique in 

multiprocessor  

Khan, S. Ahmad, N. Saleem, M. U. Hashmi, Q. Bashir, "Scheduling Based Dynamic Power 

Management Technique for offline Optimization of Energy in Multi Core Processors", 

Int. J. Sci. Eng. Res., vol. 9, no. 12, pp. 6-10, Dec. 2018 

Khan, S., Ullah, I., Khan, H., Rahman, F. U., Rahman, M. U., Saleem, M. A., ... & Ullah, A. 

(2024). Green synArticle of AgNPs from leaves extract of Saliva Sclarea, their 

characterization, antibacterial activity, and catalytic reduction ability. Zeitschrift für 

Physikalische Chemie, 238(5), 931-947. 

Khawar, M. W., Ayub, N., Shaheen, S., Iftikhar, B., Masood, H., Ahmad, A., & Khan, H. 

(2025). An Efficient system based on Artificial Intelligence for the Detection and 

Mitigation of network Intrusion using encrypted traffic protocols: A Systematic 

Approach. Annual Methodological Archive Research Review, 3(11), 32-71. 

Khawar, M. W., Salman, W., Shaheen, S., Shakil, A., Iftikhar, F., & Faisal, K. M. I. (2024). 

Investigating the most effective AI/ML-based strategies for predictive network 

maintenance to minimize downtime and enhance service reliability. Spectrum of 

Engineering Sciences, 2(4), 115-132. 

Li, B., et al. (2019). Benchmarking Single-Image Dehazing and Beyond. IEEE TIP, 28(1), 492–

505. 

Li, H.; Luo, L.; Wang, H. Federated learning on non-independent and identically distributed 

data. In Proceedings of the Third International Conference on Machine Learning and 

Computer Application (ICMLCA 2022), Shenyang, China, 16–18 December 2023; 

SPIE: Bellingham, WA, USA; pp. 154–162.  

Liang, Y., Ur Rahman, S., Shafaqat, A., Ali, A., Ali, M. S. E., & Khan, H. (2024). Assessing 

sustainable development in E-7 countries: technology innovation, and energy 

consumption drivers of green growth and environment. Scientific Reports, 14(1), 28636. 

Khan, H., Imtiaz, M. A., Siddique, H., Rana, M. T. A., Ali, A., Baig, M. Z., ... & Alsaawy, Y. 

(2025). An Enhanced Task Migration Technique Based on Convolutional Neural 

Network in Machine Learning Framework. 

Liaqat, M. S., Sharif, N., Ali, A., Khan, H., Ahmed, H. N., & Khan, H. (2024). An Optimal 

Analysis of Cloud-based Secure Web Applications: A Systematic Exploration based on 

Emerging Threats, Pitfalls and Countermeasures. Spectrum of engineering 

sciences, 2(5), 427-457. 

M. Gondal, Z. Hameed, M. U. Shah, H. Khan, "Cavitation phenomenon and its effects in Francis 

turbines and amassed adeptness of hydel power plant", In 2019 2nd International 

Conference on Computing, Mathematics and Engineering Technologies (iCoMET), 

IEEE., pp. 1-9, Mar. 2019 

Mahmood, F., Shehroz, M., Ansari, Z., & Rauf, F. (2024). A Survey of Software-Defined 

Networks Based on Advance Machine Learning Based Techniques. Spectrum of 

Engineering Sciences, 2(4), 232-257. 

Maqsood, M., Dar, M. M., Javed, M. A., & Khan, H. (2024). A Survey on the Internet of 

Medical Things (IOMT) Privacy and Security: Challenges Solutions and Future from a 

New Perspective. The Asian Bulletin of Big Data Management, 4(4), 355-368. 

Khan, H., Usman, R., Ahmed, B., Hashimi, U., Najam, Z., & Ahmad, S. (2019). Thermal-aware 

real-time task schedulabilty test for energy and power system optimization using 



http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

564 
 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

homogeneous cache hierarchy of multi-core systems. Journal of Mechanics of Continua 

and Mathematical Sciences, 14(4), 442-452. 

Muhammad Anas, Muhammad Atif Imtiaz,Saad Khan,Arshad Ali,Noor Fatima 

Naghman,Hamayun Khan,Sami Albouq, AN ADVANCED MACHINE LEARNING 

(ML) ARCHITECTURE FOR HEART DISEASE DETECTION, PREDICTION AND 

CLASSIFICATION USING MACHINE LEARNING, Cont.& Math. Sci, Vol.20, No.3 

https://doi.org/10.26782/jmcms.2025.03.00005 

Mujtaba, A., Zulfiqar, M., Azhar, M. U., Ali, S., Ali, A., & Khan, H. (2025). ML-based Fileless 

Malware Threats Analysis for the Detection of Cyber security Attack based on Memory 

Forensics: A Survey. The Asian Bulletin of Big Data Management, 5(1), 1-14. 

Mumtaz, J., Bakhet, S., Javed, A., Naz, A., Rashail, M., & Khan, H. (2025). An Intelligent 

Diagnosis and Tumor Segmentation Method based on MRI Images Using Pre-trained 

Deep Convolutional Neural Networks (CNNs). The Asian Bulletin of Big Data 

Management, 5(1), 147-163 

Mumtaz, J., Rehman, A. U., Khan, H., Din, I. U., & Tariq, I. Security and Performance 

Comparison of Window and Linux: A Systematic Literature Review. Securing the 

Digital Realm, 272-280. 

Khan, I. Ullah, M. U. Rahman, H. Khan, A. B. Shah, R. H. Althomali, M. M. Rahman, 

"Inorganic-polymer composite electrolytes: basics, fabrications, challenges and future 

perspectives", Reviews in Inorganic Chemistry., vol. 44, no. 3, pp. 1-2, Jan. 2024 

Khan, K. Janjua, A. Sikandar, M. W. Qazi, Z. Hameed, "An Efficient Scheduling based cloud 

computing technique using virtual Machine Resource Allocation for efficient resource 

utilization of Servers", In 2020 International Conference on Engineering and Emerging 

Technologies (ICEET), IEEE.,  pp. 1-7, Apr. 2020 

Musharraf, S. T., Masab, M. M., Ayub, N., Murtaza, S., Ullah, H., Ahmad, A., ... & Khan, H. 

(2025). An Efficient Artificial Intelligence-Based Early Prediction of Heart Attack 

Using Deep Learning CNN and SVM Models: https://doi. org/10.5281/zenodo. 

17551611. Annual Methodological Archive Research Review, 3(10), 265-301. 

Mustafa, M., Ali, M., Javed, M. A., Khan, H., Iqbal, M. W., & Ruk, S. A. (2024). Berries of 

Low-Cost Smart Irrigation Systems for Water Management an IoT Approach. Bulletin 

of Business and Economics (BBE), 13(3), 508-514. 

Khan, A. K., Ghafoor, U., Ayub, N., Ali, A., Abdullah, M. M., & Khan, H. (2026). AI and 

Machine Learning Assisted Customer Aware Queries: A Comprehensive Analysis to 

improve User experience based on Natural Language Processing (NLP), Databricks, and 

Oracle APEX. The Asian Bulletin of Big Data Management, 6(1), 94-118. 

Khan, A. Yasmeen, S. Jan, U. Hashmi, "Enhanced Resource Leveling Indynamic Power 

Management Techniqueof Improvement In Performance For Multi-Core Processors" 

,Journal of Mechanics of Continua and Mathematical Sciences., vol. 6, no. 14, pp 956-

972, Sep. 2019 

Narasimhan, S. G., & Nayar, S. K. (2002). Vision and the Atmosphere. International Journal of 

Computer Vision, 48(3), 233–254. 

Nasir, M. S., Khan, H., Qureshi, A., Rafiq, A., & Rasheed, T. (2024). Ethical Aspects In Cyber 

Security Maintaining Data Integrity and Protection: A Review. Spectrum of engineering 

sciences, 2(3), 420-454. 

Nasir, M. S., Khan, H., Qureshi, A., Rafiq, A., & Rasheed, T. (2024). Ethical Aspects In Cyber 

Security Maintaining Data Integrity and Protection: A Review. Spectrum of engineering 

sciences, 2(3), 420-454. 

Naveed, A., Khan, H., Imtiaz, Z., Hassan, W., & Fareed, U. (2024). Application and Ethical 

Aspects of Machine Learning Techniques in Networking: A Review. Spectrum of 

engineering sciences, 2(3), 455-501. 

https://www.journalimcms.org/journal/an-advanced-machine-learning-ml-architecture-for-heart-disease-detection-prediction-and-classification-using-machine-learning/


http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

565 
 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

Khan, A. K., Bakhet, S., Javed, A., Rizwan, S. M., & Khan, H. (2025). Framework for 

Predicting Customer Sentiment Aware Queries and Results in Search Using Oracle and 

Machine Learning. Spectrum of Engineering Sciences, 3(2), 588-617. 

Nawaz, S., Salman, W., Shahid, U., Khokhar, M. L., Iqbal, M. Z., & Hamid, A. (2024). A 

Survey on Latest Trends and Technologies of Computer Systems Network. Spectrum of 

Engineering Sciences, 2(4), 85-114. 

Naz, H. Khan, I. Ud Din, A. Ali, and M. Husain, “An Efficient Optimization System for Early 

Breast Cancer Diagnosis based on Internet of Medical Things and Deep Learning”, Eng. 

Technol. Appl. Sci. Res., vol. 14, no. 4, pp. 15957–15962, Aug. 2024 

Niaz, H. U., Qadeer, Q. B. Q., Niaz, H., Mansib, H., Awais, M., & Khan, H. (2025). Artificial 

Intelligence Assisted Autonomous Unmanned Aerial Vehicles (UAVs) and Aerial 

drones based on Machine Vision for Enhancing Remote Sensing of Precision crop 

Health Monitoring. The Asian Bulletin of Big Data Management, 5(4), 155-177. 

Noor, H., Khan, H., Din, I. U., Tariq, M. I., Amin, M. N., & Fatima, M. Virtual Memory 

Management Techniques. Securing the Digital Realm, 126-137. 

Israr Ahmad, An Enhanced 6G-Enabled IoT Network Security Framework Using Edge AI and 

Machine Learning. (2026). Annual Methodological Archive Research Review, 4(1), 

290-331. https://doi.org/10.5281/zenodo.22542631 

P. De Filippi and S. Loveluck, “The Invisible Politics of Bitcoin: Governance Crisis of a 

Decentralised Infrastructure,” Internet Policy Review, vol. 5, no. 3, pp. 1–28, Sep. 2016. 

Rafay, A., Salman, W., Yahya, G., & Malik, U. (2024). SD Network based on Machine 

Learning: An Overview of Applications and Solutions. Spectrum of Engineering 

Sciences, 2(4), 150-165. 

Tayyaba Jabeen, A Systematic Cyber Laundering Analysis based on Machine Learning and 

Deep Learning: A Comprehensive Mapping to Detect and Mitigate Money Laundering 

in Cryptocurrency. (2026). Annual Methodological Archive Research 

Review, 4(2). https://amresearchjournal.com/index.php/Journal/article/view/2404 

Rahman, M. U., Khan, S., Khan, H., Ali, A., & Sarwar, F. (2024). Computational chemistry 

unveiled: a critical analysis of theoretical coordination chemistry and nanostructured 

materials. Chemical Product and Process Modeling, 19(4), 473-515. 

Ramzan, M. S., Nasim, F., Ahmed, H. N., Farooq, U., Nawaz, M. S., Bukhari, S. K. H., & Khan, 

H. (2025). An Innovative Machine Learning based end-to-end Data Security Framework 

in Emerging Cloud Computing Databases and Integrated Paradigms: Analysis on 

Taxonomy, challenges, and Opportunities. Spectrum of engineering sciences, 3(2), 90-

125. 

Muhammad Hamza Akhtar, A Hybrid AI & ML-Based Self-Healing Framework for Internet 

of Things (IoT) Assisted Smart Wearable to Avoid Security Breaches: Integrating 

LSTM-Random Forest Detection with DQN-Driven Recovery for Enhanced Network 

Resilience. (2026). Annual Methodological Archive Research Review, 4(3), 541-

601. https://doi.org/10.5281/zenodo.21419184 

Raza, A., Khan, H., & Rehman, S. U. (2023). Computational Analysis of Nanomaterials for 

Energy Storage. International Journal of Advanced Sciences and Computing, 143-154. 

Syed Aale Ahmed, An Enhanced Authentication Protocol (SAS) for Multi-server Architecture 

Integrating Mind Mapping based on Hashing Algorithm to Mitigate Digital Literacy 

threats in Higher Education: A Hybrid AI Assisted PBL. (2026). Annual 

Methodological Archive Research Review, 4(3), 659-

694. https://doi.org/10.5281/zenodo.21822263 

Ren, W., Liu, S., Zhang, H., Pan, J., Cao, X., & Yang, M.-H. (2016). Single Image Dehazing via 

Multi-Scale Convolutional Neural Networks. ECCV, 154–169. 

Rumelhart, D.E.; Hinton, G.E.; Williams, R.J. Learning representations by back-propagating 

https://doi.org/10.5281/zenodo.22542631
https://amresearchjournal.com/index.php/Journal/article/view/2404
https://doi.org/10.5281/zenodo.21419184
https://doi.org/10.5281/zenodo.21822263


http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

566 
 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

errors. Nature 1986, 323, 533–536.  

S. Khan, I. Ullah, H. Khan, F. U. Rahman, M. U. Rahman, M. A. Saleem, A. Ullah, "Green 

synArticle of AgNPs from leaves extract of Salvia Sclarea, their characterization, 

antibacterial activity, and catalytic reduction ability", Zeitschrift für Physikalische 

Chemie., vol. 238, no. 5, pp. 931-947, May. 2024 

Saeed, N., Ayub, N., Haider, A., Ghafoor, U., Ali, A., Wahab, A., ... & Hussain, M. Z. 

Exploration of Behavior-Based Advanced Persistent Threat (APT) Detection: A 

Systematic Analysis based on Open CTI, MITRE ATT&CK, and Machine Learning. 

Saif, S., Hamayun Khan, A. A., Albouq, S., Hussain, M. Z., Hasan, M. Z., Uddin, I., ... & 

Husain, M. AN EFFICIENT MACHINE LEARNING-BASED DETECTION AND 

PREDICTION MECHANISM FOR CYBER THREATS USING INTELLIGENT 

FRAMEWORK IN IOTS. Vol.-15, No.-8, August (2024) pp 191-206 

Sarwar, H. Khan, I. Uddin, R. Waleed, S. Tariq, "An Efficient E-Commerce Web Platform 

Based on Deep Integration of MEAN Stack Technologies", Bulletin of Business and 

Economics (BBE)., vol. 12, no. 4, pp. 447-453, Jun. 2023 

Saxena, A., Mane, V., & Abhale, A. (2017). Efficient Method for Haze Removal from Image 

Captured in Foggy Environment. International Journal of Advanced Technology & 

Engineering Research (IJATER), 7(6), 36–41. 

Schroff, F., Kalenichenko, D., & Philbin, J. (2015). FaceNet: A Unified Embedding for Face 

Recognition and Clustering. IEEE/CVF CVPR, 815–823. 

Shah, S. Ahmed, K. Saeed, M. Junaid, H. Khan, "Penetration testing active reconnaissance 

phase–optimized port scanning with nmap tool", In 2019 2nd International Conference 

on Computing, Mathematics and Engineering Technologies (iCoMET), IEEE., pp. 1-6, 

Nov. 2019 

Sharma, N., Kumar, V., & Singla, S. K. (2021). Single Image Defogging Using Deep Learning 

Techniques: Past, Present and Future. Archives of Computational Methods in 

Engineering, 28, 4449–4469. 

Sharma, V., & Kumar, M. (2025). Improving intrusion detection with hybrid deep learning 

models: A study on CIC-IDS2017, UNSW-NB15, and KDD CUP 99. Journal of 

Information Systems Engineering and Management, 10(11S), 633-650. 

Suganya, R., & Kanagavalli, R. (2020). On the Review of Dehazing Methods for Bad Weather 

Images. IJETT, Special Issues ICT 2020, 90–98. 

Sultan, H., Rahman, S. U., Munir, F., Ali, A., Younas, S., & Khan, H. (2025). Institutional 

dynamics, innovation, and environmental outcomes: a panel NARDL analysis of BRICS 

nations. Environment, Development and Sustainability, 1-43. 

U. Hashmi, S. A. ZeeshanNajam, "Thermal-Aware Real-Time Task Schedulabilty test for 

Energy and Power System Optimization using Homogeneous Cache Hierarchy of Multi-

core Systems", Journal of Mechanics of Continua and Mathematical Sciences., vol. 14, 

no. 4, pp. 442-452, Mar. 2023 

Vidal Filho, et al. Safeguarding the V2X Pathways: Exploring the Cybersecurity Landscape 

through Systematic Literature Review. IEEE Access 2024, 12, 72871–72895.  

Waleed, R., Ali, A., Tariq, S., Mustafa, G., Sarwar, H., Saif, S., ... & Uddin, I. (2024). An 

Efficient Artificial Intelligence (AI) and Internet of Things (IoT's) Based MEAN Stack 

Technology Applications. Bulletin of Business and Economics (BBE), 13(2), 200-206. 

Wen, J., Zhang, Z., Lan, Y., Cui, Z., Cai, J., & Zhang, W. (2023). A survey on federated 

learning: challenges and applications. International journal of machine learning and 

cybernetics, 14(2), 513-535. 

Y. A. Khan, "A GSM based Resource Allocation technique to control Autonomous Robotic 

Glove for Spinal Cord Implant paralysed Patients using Flex Sensors", Sukkur IBA 

Journal of Emerging Technologies., vol. 3, no. 2, pp. 13-23, Feb. 2020 



http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

567 
 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

Y. A. Khan, "A high state of modular transistor on a 105 kW HVPS for X-rays tomography 

Applications", Sukkur IBA Journal of Emerging Technologies., vol. 2, no. 2, pp. 1-6, 

Jun. 2019 

Qais Bin Qadeer etal An Enhanced Technique for Retail Sales Forecasting based on Machine 

Learning and Hybrid Models. (2026). The Asian Bulletin of Big Data 

Management , 6(1), 738-761 https://abbdm.com/index.php/Journal/article/view/528 

Y. A. Khan, "Enhancing Energy Efficiency in Temperature Controlled Dynamic Scheduling 

Technique for Multi Processing System on Chip", Sukkur IBA Journal of Emerging 

Technologies., vol. 2, no. 2, pp. 46-53, Jan. 2019 

Rana Muhammad Faheem Younas “The Role of Voice Interfaces in Modern Web Design: 

Analyzing Heyeve.ai‟s AI Chatbot Assistant Conversational Approach” (2026) Annual 

Methodological Archive Research Review, 4(1), pp. 231–273. Available 

at: https://amresearchjournal.com/index.php/Journal/article/view/2405 

Y. A. Khan, F. Khan, H. Khan, S. Ahmed, M. Ahmad, "Design and Analysis of Maximum 

Power Point Tracking (MPPT) Controller for PV System", Journal of Mechanics of 

Continua and Mathematical Sciences., vol. 14, no. 1, pp. 276-288, May. 2019 

Ghulam Abbas, An Optimal Hybrid Deep Learning Based Intrusion Detection System (IDS) 

Using Intelligent Network Security. (2026). Annual Methodological Archive Research 

Review, 4(2), 297-354. https://doi.org/10.5281/zenodo.22286153 

Y. A. Khan, M. Ibrahim, M. Ali, H. Khan, E. Mustafa, "Cost Benefit Based Analytical Study of 

Automatic Meter Reading (AMR) and Blind Meter Reading (BMR) used by PESCO 

(WAPDA)", In 2020 3rd International Conference on Computing, Mathematics and 

Engineering Technologies (iCoMET), IEEE., pp. 1-7, Aug. 2020 

Israr Ahmad, An Enhanced 6G-Enabled IoT Network Security Framework Using Edge AI and 

Machine Learning. (2026). Annual Methodological Archive Research Review, 4(1), 

290-331. https://doi.org/10.5281/zenodo.22542631 

Y. A. Khan, U. Khalil, H. Khan, A. Uddin, S. Ahmed, "Power flow control by unified power 

flow controller",Engineering, Technology & Applied Science Research., vol. 9, no. 2,  

pp. 3900-3904, Feb. 2019 

Tayyaba Jabeen, A Systematic Cyber Laundering Analysis based on Machine Learning and 

Deep Learning: A Comprehensive Mapping to Detect and Mitigate Money Laundering 

in Cryptocurrency. (2026). Annual Methodological Archive Research 

Review, 4(2). https://amresearchjournal.com/index.php/Journal/article/view/2404 

Yousaf, M., Khalid, F., Saleem, M. U., Din, M. U., Shahid, A. K., & Khan, H. (2025). A Deep 

Learning-Based Enhanced Sentiment Classification and Consistency Analysis of 

Queries and Results in Search Using Oracle Hybrid Feature Extraction. Spectrum of 

Engineering Sciences, 3(3), 99-121. 

Zaheer, M., Azeem, M. H., Afzal, Z., & Karim, H. (2024). Critical Evaluation of Data Privacy 

and Security Threats in Federated Learning: Issues and Challenges Related to Privacy 

and Security in IoT. Spectrum of Engineering Sciences, 2(5), 458-479. 

Zainab, Khan, H., Din, I. U., Tariq, M. I., Khalid, A., & Naz, A. (2023, May). An Efficient 

Implementation of an IoT-Based Smart Home Security System. In International 

Conference on Computing & Emerging Technologies (pp. 249-259). Cham: Springer 

Nature Switzerland. 

W. Shi, J. Cao, Q. Zhang, Y. Li, and L. Xu, “Edge Computing: Vision and Challenges,” IEEE 

Internet of Things Journal, vol. 3, no. 5, pp. 637–646, 2016, doi: 

10.1109/JIOT.2016.2579198. Available: https://doi.org/10.1109/JIOT.2016.2579198 

 

https://amresearchjournal.com/index.php/Journal/article/view/2405
https://doi.org/10.5281/zenodo.22286153
https://doi.org/10.5281/zenodo.22542631
https://amresearchjournal.com/index.php/Journal/article/view/2404
https://doi.org/10.1109/JIOT.2016.2579198

