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ABSTRACT

Internet of Things (loT), edge computing, smart systems & increasingly complex
interconnected digital infrastructures have dramatically expanded the volume, variety &
complexity of network traffic. While edge computing decreases the latency of communication
by bringing computational resources closer to the data sources, it is also a distributed network
with limited resources which presents significant cybersecurity challenges. Traditional
signature-based IDSs work well against known attack patterns and might not be able to detect
new or changing attacks. Machine learning (ML) has thus become a crucial method for
automated intrusion detection as complex patterns in network traffic can be learned, and
activities classified as benign or malicious. Although many ML intrusion detection systems
(IDS) can be used to predict attacks so they are still black-box systems. Because they are not
that widely interpretable, cybersecurity analysts have difficulty in understanding the reason
behind the classification of a certain network flow as malicious. Explainable Artificial
Intelligence (XAI) is a potential solution because it allows to generate human understandable
explanations for the predictions of ML. Current review focuses on the use of Random Forest
(RF), Extreme Gradient Boosting (XGBoost), SHapley Additive exPlanations (SHAP) &
Local Interpretable Model-Agnostic Explanations (LIME) for intrusion detection in particular
for the CIC-IDS 2017 dataset & edge-computing environments. In this review features, pros,
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cons, computation & explainability of these approaches are compared. It further discusses
performance evaluation metrics, feature importance, global, local explanations & challenges
associated with deploying intelligent IDS models at the edge. This review paper reveals a gap
in research on the simultaneous attainment of detection performance, computational
efficiency & interpretability. A combined RF/XGBoost & SHAP/LIME approach is therefore
proposed as a potential path towards transparent and effective ID systems.

Keywords: Intrusion Detection System, Explainable Artificial Intelligence, Machine
Learning, Random Forest, XGBoost, SHAP, LIME, CIC-IDS2017, Edge Computing,
Cybersecurity

1. Introduction

Rise of 10T and connected computing has changed how data are created, manipulated
and shared. Cloud Computing is normally employed for data processing and analysis
of huge amounts of data. But by sending all network information to central cloud
servers, communication latency, bandwidth usage, and privacy issues can be raised.
The goal of edge computing is to overcome these limitations by bringing computation
(and data processing) nearer to the end devices [1, 2]. While edge computing offers
significant performance benefits, it also presents new security challenges due to its
distributed nature. Edge nodes can be constrained on processing, storage, memory and
energy. In addition, it is complicated to monitor security from a central point because
of the diversity of devices and communication methods [3].

Network connectivity has become a necessity for smart homes, health care systems,
industrial automation, smart transportation, surveillance systems, and various other
cyber-physical applications. This has also led to a corresponding rise in cybersecurity
threats from increased number of connected devices and communication paths that
offer attackers additional ways to attack [2].
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Figure 1: General Architecture of Edge Computing and Its Security Challenges [4]
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Intrusion Detection Systems (IDSs) have thus come into significance with respect to
network security. An IDS continuously monitors the network traffic and tries to detect
activities that deviate from the normal activities [5]. The traditional IDS solutions are
based on pre-defined signatures. This can work for well-known attacks, but it does not
work for new, modified or unknown attacks. Machine learning offers an alternative
since it can learn the patterns directly from network traffic [6]. But, if the ML models
are high-performing, they can be hard to interpret. If a network flow is flagged as
malicious, the cybersecurity analyst might not understand which of the flow's
properties have lead to that conclusion. XAl techniques can solve this problem by
giving explanations for the machine learning predictions [7-11]. The use of machine
learning with XAl is therefore relevant with regard to current IDS studies.

2. Edge Computing & Cybersecurity

Edge computing is a distributed computing model in which data is processed nearer to
where it's created. Some of the computational tasks that require processing can be
executed on gateways, edge servers or other computing nodes that are close by, rather
than sending all observations to a centralized cloud infrastructure [12, 13]. This
architecture can help reduce the delays and congestion in communication networks.

Table 1: Characteristics of Edge Computing [14]

Characteristic Description

Distributed processing Computation occurs across multiple edge
nodes

Low latency Processing occurs close to data sources

Bandwidth efficiency Reduces_ _ Unnecessary cloud
communication

Scalability Supports large numbers of connected

devices

Edge devices may have limited CPU,
memory, and storage

More distributed nodes create additional
attack surfaces

Resource constraints

Security complexity

2.1 Security Challenges in Edge Computing
Edge computing poses several cybersecurity challenges due to its distributed nature.
Major threats include: Distributed Denial-of-Service (DDoS), Malware and Botnets,
Man-in-the-Middle (MITM) attacks, Unauthorized Access , Data Manipulation,
Credential Attacks, Network Scanning and Exploitation of Vulnerable Services
To conceptualize the DDoS attack one can simply compare the amount of traffic that
iIs coming in with the processing capacity [15, 16]. Attack Traffic is redirected to a
processing node. Attack Traffic is redirected to a processing node.
Where:

= incoming attack traffic

= processing capacity
If the number of attacks is not less than the number of processors, then there will be a
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degradation or denial of service. One way to show the packet-loss percentage is as
follows:

Packet Loss (%) = (Dropped PacketS/TOtal Packets) % 100 Eq (1)

3. Intrusion Detection Systems
Intrusion Detection System (IDS) is a security solution that watches the network or
system activity and detects any activity that might be malicious [3, 4]. IDS
approaches can generally be divided into:

1. Signature-based IDS

2. Anomaly-based IDS

3. Hybrid IDS

4. Machine-learning-based IDS

5

Table 2: Types of Intrusion Detection Systems [3, 4]

IDS Type Principle Main Advantage  Main Limitation
Sianature-based Matches known Effective for Weak against
g attack signatures known attacks unknown attacks

Detects  deviation Can identify novel Can produce false
Anomaly-based from normal . .
. behavior positives
behavior
Hybrid Combines multiple Broad_e_r detection More complex
approaches capability
ML -based Learns patterns Auto_rr!atet_zl May be difficult to
from data classification interpret

One of the main reasons to use machine learning is that network traffic has complex
relationship; it may be hard to fully describe by manually creating signatures [3, 4].

Machine Learning for Intrusion Detection
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S e Such 2 Fiizer, Wrapper,
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Figure 2: Generalized Machine-Learning Based Intrusion Detection Pipeline [4]
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IDS research frequently explores a variety of machine learning algorithms, such as:
Decision Trees , Random Forest ,Support Vector Machines , Logistic Regression,
Neural Networks, Deep Learning, Gradient Boosting and XGBoost. In these
ensemble tree-based models are attractive due to their ability to model non-linear
relationships in structured network-flow data [17-25].

Random Forest

Random Forest is an ensemble learning method that builds several decision trees
based on a different random sample of training data and features. Finally, an input
observation can be used to represent for the prediction.

V(x) = mode {hy(x), hy(x), ....., h(x)} Eq (2)

Where is prediction generated by the tree.

Random Forest offers a number of benefits in ID applications: Robust classification,
Reduced risk of overfitting compared with a single decision tree, Ability to process
many features, Feature-importance estimation, Parallel tree construction, Good
performance on structured data but number of trees may need a lot of memory and
time for inferences if the number of trees is too large [26-31].

XGBoost
Extreme Gradient Boosting (XGBoost) is an optimized gradient-boosting algorithm.
Boosting trains trees sequentially [32] compared with RF where trees are typically
built independently. General objective function can be represented as:
L(p) =210y + X w (fir) Eq (3)
Where:
L(¢) = loss function
yi = actual target
y, = predicted value
Y. w = regularization term
Regularization component is used to regulate the model size. [33-38] In case of binary
classification, the sigmoid function can be written as:
1

p:

1+e~2

Eq (4)
Resulting probability can then be applied to make a class prediction based on some
decision threshold.

Random Forest versus XGBoost
Table 3: Comparison of Random Forest and XGBoost [39]

Feature Random Forest XGBoost

Learning strategy Bagging Boosting

Tree construction Mostly parallel Sequential

Overfitting control Good Strong with regularization
Training speed Generally fast Moderate

Prediction performance High High/very high

Feature importance Supported Supported

Parallel processing Strong Supported
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Explainability Compatible with  Compatible with
SHAP/LIME SHAP/LIME
Complexity Medium Medium-High
IDS suitability High High

Two algorithms are complementary not identical. Random Forest is robust due to its
independent ensembles of trees while XGBoost is concerned with sequential error
reduction [40-44].

Black-Box Problem
Though they are strong predictors many ML models are hard to interpret by humans
[45-48]. This is a big restriction in cybersecurity, since an analyst must have an
understanding of:

e Why an alert was generated

e Which network features contributed to the prediction

e Whether the prediction is reliable

e Whether the model is responding to meaningful traffic characteristics

e Why two similar network flows received different classifications
A black-box IDS can thus tell if a prediction is accurate, but it cannot give enough
reasons for the accuracy [49-55]. This motivates the use of Explainable Artificial
Intelligence.

Explainable Artificial Intelligence

Explainable Artificial Intelligence (XAl) is a method that enable the explanations of
the decisions made by Al and machine learning to be understandable to humans [5].
In an IDS context:

Acquisition Explanatione Support
» A LILG (1| BT
- — = S
Datasetand + XGBoost « SHAP « Fidelity Support for
Processising « TabNet * LIME « Stability incident
Feature « Jaccardiniex response or
extraction expert
analysis

Figure 3: Explainable Al-Based Intrusion Detection Concept [56]
XAl can give two types of understanding. Global explanation which features are
generally important to the model. Local explanation describes why a given network
flow was given a certain prediction. SHAP and LIME are two essential techniques
that can be used for these purposes [57-61].

SHAP

SHAP is rooted in Shapley values of Cooperative Game theory. It is an estimation of
the part an individual feature plays in a model prediction [62]. The SHAP value for
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feature can be approximated as:
ISII(N[=]=1]! ,
01 = Tseny =L £ (5 U D) - £5)] Eq (5)

Positive contribution means that the feature helps to move towards the target class,
and negative contribution means it helps to move away from the target class [63-65].
Based on the one described in [66] and called SHAP.

Table 4: SHAP Applications in IDS

SHAP Capability IDS Application

Global explanation Identifies influential network features
Local explanation Explains individual alerts

Feature contribution Shows positive/negative influence
Feature ranking Prioritizes important traffic characteristics
Model analysis Supports model validation

Analyst support Helps investigate alerts

LIME

Local Interpretable Model-Agnostic Explanations (LIME) explains an individual
prediction by approximating the complex model locally with a simpler interpretable
model [9]. It can be expressed as the overarching optimization goal:

T(x) = argmingec[L(f, g, mx) + w(g) Eq (6)
LIME is especially helpful when an analyst is interested in gaining insight into one
particular network-flow prediction [67-69].

SHAP versus LIME
Table 5: Comparison of SHAP vs LIME [70]

Characteristic SHAP LIME

Primary purpose Feature contribution Local approximation
Global explanation Strong Limited

Local explanation Strong Strong

Theoretical basis Game theory Local surrogate model
Feature ranking Strong Possible

Model interpretation High High

IDS application Global + local Individual predictions
Analyst usefulness High High

Combination of both techniques can give more explanation capabilities than using
only one of the explanation methods [71].

CICIDS-2017 Dataset

CICIDS2017 is a very popular dataset for network intrusion detection studies. It has
benign and malicious network traffic represented by flow-based characteristics [72-
75]. Network traffic can be converted to structured features which can be used by
classification algorithms, making Dataset suitable for IDS research using ML
techniques [76].
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Figure 4: Conceptual Representation of CICIDS2017 Network-Flow Data [77]
Dataset-selection considerations in [78].

Table 6: CICIDS-2017 Dataset Characteristics

Attribute Description

Dataset name CICIDS2017

Application Network intrusion detection
Traffic Benign & malicious

Data representation Network-flow records

File format CSV

Feature type Traffic/network-flow features

ML application Classification & intrusion detection

Note: Number of features used should be specified as per the version/preprocessing
pipeline used in proposed research.

Network Traffic Features

Network-flow features are used to give information on communication behavior
Examples include: Flow Duration, Destination Port, Flow Bytes/s, Flow Packets/s
Packet Length Mean, Packet Length Standard Deviation, Average Packet Size,
Forward Packets, Backward Packets, Flow Inter-Arrival Time We used the dataset
description of CICIDS-2017 [79].

Table 7. Some examples of Network Traffic Features are listed below:

Feature Description Security Relevance
. Duration of Helps distinguish traffic
Flow Duration . .
communication behavior
Destination Port Destination service/port |dentifies  service-related
patterns
Flow Bytes/s Traffic rate Useful for detecting high-
volume traffic
Flow Packets/s Packet frequency Useful for abnormal traffic

detection

548



Annual Methodological Archive Research Review

http://amresearchreview.com/index.php/Journal/about

Volume 4, Issue 3 (2026)

Online ISSN Print ISSN http://amresearchreview.com/index.php/Journal/about
3007-3197 I 3007-3189
Packet Length Mean Average packet size Describes traffic
characteristics
Packet Length Std Packet-size variation Indicates traffic
irregularity
Average Packet Size Mean packet size Supports traffic
classification
Flow IAT Mean Average inter-arrival time  1ciPS characterize timing

behavior

Data Preprocessing and Feature Selection

Network datasets in raw form can have missing values, infinite values, and duplicate
records; they may also have categorical labels and feature scales that are very
different. Preprocessing is crucial, since the quality of the data has a negative impact
on training the model [80-84]. Z-score transformation can be written as:
z=x—-w/o Eq (V)

Feature Selection purpose is to identify the features that are significant and exclude
redundant and irrelevant features [85-87]. This can have a number of advantages:
Lower computational cost, Reduced dimensionality, Faster training, Potentially
improved generalization. Easier interpretation. In an explainable IDS feature selection
is essential since fewer features of meaningful information might help in explaining
the model better [88].

Performance Evaluation
There is a need to use several different measures for evaluating IDS models not just

accuracy [89].
Accuracy
_ (TP+TN)
Accuracy = (TP+TN+FP+FN) Eq (8)
Precision
, . TP
Precision = P Eq (9)
Recall
Recall = —~ Eq (10)
TP+FN
F1-Score
__ 2x(Precison XRecall)
F1= (Precison+Recall) Eq (11)
True Positive Rate
TP
TPR = ey Eq (12)
17.6 False Positive Rate
FPR = FP/(FP + TN) Eq (13)

As per standard classification as used in IDS benchmarking [90].

Table 7: Evaluation Metrics for IDS

Metric Meaning
Accuracy Overall correctness
Precision Correctness of positive predictions
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Recall Ability to detect attacks

F1-score Balance between precision and recall
Benign traffic incorrectly classified as

FPR
attack

FNR Attacks incorrectly classified as benign

ROC-AUC Overall discrimination capability

PR-AUC PreC|S|_on-recaII performance,  useful
under imbalance

Confusion Matrix
Table 8: Types of Confusion Matrix

Attacks Predicted Benign Predicted Attack
Actual Benign TN FP
Actual Attack FN TP
A direct observation of correct and incorrect classifications is given by the confusion
matrix [91].
Actual Values
Positive (1) Negative (0)
)
9 4 TP
ERE-S  True Positive
o
> &
©
8=
2 IS
T2 ™
= § True Negative
2

Figure 5: Confusion Matrix Structure for Binary Intrusion Detection

ROC and Precision—Recall Analysis

Receiver Operating Characteristic (ROC) curve is used to show the trade-off between
the true positive rate and the false positive rate for various classification thresholds
[92]. ROC-AUC is used to refer to the area under the ROC curve. Precision—Recall
curve, however, simply considers precision and recall at each threshold. When data
set includes an imbalance of benign and attack samples, PR analysis can be very
informative [93].

h2= 81D Eq (14)

A+1
Comparative Analysis of Existing Approaches
A comparison of existing approaches is given. This current research on intrusion
detection focuses on classical ML, ensemble learning, deep learning and approaches
based on XAl. Synthesized from the reviewed IDS literature [94]
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Table 9: General Comparison of IDS Approaches
Approach Strength Limitation Explainability
Simple and

Decision Tree interpretable

Can overfit High

Higher resource use
than single tree
Strong  nonlinear Moderate  without

Random Forest Robust ensemble Moderate—High

XGBoost learning More complex XA

SVM Effec_tl_ve _ Can be expensive Low-_Moderate
classification for large datasets

Deep Learning Learns  complex ngh computational Low without XAl
patterns requirements

RF/XGBoost + Performance + Additional Hiah

SHAP/LIME explanation explanation cost g

Research Gap
Literature searched for this paper shows that there are some areas of research
identified.
Detection—-Interpretability Gap
There are numerous studies that concentrate mostly on the classification performance
and do not give much information on the question of why a model was able to make a
specific prediction.

d2=dl Eq (15)

Edge Resource Gap
But some high performance models need computational resources that cannot be
readily provided at the edge nodes.
. Xi—

Yi = JZGZE‘; Eq (16)
Local Explanation Gap
A feature importance in the global context does not necessarily help explain the
classification of a specific network flow as malicious.

of=— (Xi — up)> Eq (17)
Integrated XAl Gap
In addition to exploring individual methods, complementary methods are required like
SHAP and LIME.

up =~ + XM, Xi Eq (18)
S=w2xh2xd2 Eq (19)

_ (w1-f)
w2= e Eq (20)

Practical Deployment Gap
Evaluation which takes into account detection performance along with latency,
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computation and explanation generation is needed [95-102].

h2= 81D Eq (21)

A+1
d2=d1 Eq (22)

Proposed Integrated Framework

Pauemdt:gn otricsy Network data

Data balancing Model prediction

— -z
. — Hybrid Random Sampling
B 2

Technique

1

Feature selection

Elimination

Recursive Feature ‘
Data preprocessing

e i) [

Categorical Numerical Model training

Label Encoder( ) ‘ Standard Scaler( ) -

4 L
Figure 6: Proposed Explainable Machine-Learning Framework for Intrusion

Model explainability

Explainable model with
mm(l.lw:md
SHAP)

Detection

Table 10: Components of Proposed Framework
Component Function
CICIDS2017 Provides network traffic data
Preprocessing Cleans and transforms raw data
Feature selection Identifies relevant features
Random Forest Ensemble-based classification
XGBoost Boosting-based classification
SHAP Global and local feature attribution
LIME Local prediction explanation
Evaluation Measures detection performance
Analyst Interprets alerts and explanations

Conceptual Comparison of Proposed Direction
Synthesis of the reviewed literature.

Table 11. Conventional IDS versus Explainable ML-based IDS
Explainable ML-

Characteristic Conventional IDS '« ML-Based IDS

Based IDS
Known attack . . .
detection High High High
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Unknown attack | ;oiieq High High
potential
Automated learning = Low High High
Prediction Limited Limited High
explanation
Feature contribution Limited Model dependent  Explicit
Analyst support Moderate Moderate High
Edgg dgployment Variable Variable Reqm_res_
consideration optimization

Discussion

This reviewed shows that machine learning has a great potential to improve intrusion
detection, as it can detect complex patterns in network-flow data. A specific interest
here is the Random Forest and XGBoost algorithms, which are well suited for tabular
structured data and are capable of modelling nonlinear relationships. Random Forest
is robust due to ensemble voting and XGBoost is robust due to sequential boosting
and regularization. Both models can be combined with XAI methods. But this isn't a
guarantee that an IDS will be an appropriate tool for a real cybersecurity practice. It is
important for the analyst to be aware of the reasons for generating alerts. This extra
information can be provided by SHAP and LIME. SHAP is especially valuable for
highlighting features that are important globally and to understanding individual
predictions. LIME can give a local estimate of a prediction and can thus be useful in
investigating a specific alert by an analyst. These techniques combine to provide a
chance to transition from a predictive IDS to an interpretable decision-support system.
However, explaining the process adds some computational complexity. Thus future
implementations might consider studying the latency of explanation generation and
the resources utilized, especially when generating explanations at the edge nodes.

Future Research Directions

Proposed framework should be tested on real edge devices to see if inference and
explanation generation meets real-time requirements. Future experiments will test the
models' ability to detect types of attacks that were not included in the training set.
SHAP & LIME explanations need to be assessed against observations of a similar
type. Future systems should explore ways to decrease the computation cost of
producing explanations. Using cybersecurity analysts to test the effectiveness of
explanations in improving the speed and quality of cyber investigations.

Conclusion

This review focused on the use of machine learning and Explainable Artificial
Intelligence for network intrusion detection, especially in edge-computing contexts.
As 10T and the distributed edge infrastructures get deployed, there is an increasing
demand for intelligent security mechanisms that can detect malicious network
behaviour. Random Forest, XGBoost are good ensemble-learning methods for
structured network-flow classification. However, the machine learning predictions
might not be easy to understand for the cyber security analysts. The limitation of this
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can however be overcome by applying XAl techniques like SHAP or LIME that can
offer explanations for the features. The CICIDS2017 dataset is a useful benchmark
that could be used for studying intrusion detection using ML techniques. The fusion
of RF and XGBoost with SHAP and LIME is a promising avenue due to their ability
to potentially leverage the strengths of both the detection performance and
transparency. The primary research problem is not just to get high classification
accuracy. The accuracy, false-positive reduction, latency, resource usage,
explainability, robustness, and practical edge deployment are all important aspects
that need to be addressed in future IDS research. An integrated explainable ML
framework is thus a promising base for creating credible and practically applicable
intrusion detection systems (IDS) for contemporary edge and IoT systems.
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